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Introduction

This document is a user’s guide to UaMonitor, Microsoft Excel add-on for the OPC UA client.

OPC UA provides secure communication while remotely monitoring or analyzing your system

running in Excel.

OPC UA Server

OPC UA Server

UaMoni tor

i

(OPC UA Client)

Supported OPC UA Service Sets;

Service Set Function

Discovery

SecureChannel

Session

View

Attribute

Method

MonitoredItem

FindServers
GetEndpoints
CreateSecureChannel
CloseSecureChannel
CreateSession
ActivateSession
CloseSession
Browse

Read

Write

Call

CreateMonitoredItems
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SetMonitoringMode
DeleteMonitoredItems

Subscription CreateSubscription
ModifySubscription
SetPublishingMode
Publish

DeleteSubscriptions

Preconditions are as follows:

Microsoft Excel must be UaMonitoris an add-on to Microsoft Excel. Therefore, user need to

installed. have Microsoft Excel installed before installing UaMonitor. The Excel
version that UaMonitor support as follows:
-Excel 2016
-Excel 2013
-Excel 2010
-Excel 2007

UaMonitor is used for report UaMonitor provides the ability to read or write UA server address

generation. space. It provides many other UA APIs. So, these functions are
suitable for UA server debugging or report generation. Therefore,
UaMonitor is expected to be used for report generation. It is not
suitable for monitoring over a long period of time. When
monitoring over a long period of time it is recommended to use a

PC that has many resources.

(@3}
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UaMonitor Configuration
In UaMonitor, the OPC UA ribbon and the Monitor Control ribbon are newly added features
configured for Microsoft Excel.

OPC UA
"OPC UA" has summarized the functions for OPC UA communication certificate management
and communication management can be done here.

HN S == T Bookl - Excel
#i-h  BA  A-SL{FIF % F-4 ®E == E@E  FR{» | OPCUA | Monitor Control
™ Connect [J) connection Epﬁ.ffﬁﬁlocalm = | [C] UA Server Control | Subscription Control | [&] My Certification 1T Rejected Certificates
.5 Disconnect | =% Connection Count 'll | ["] Address Space Control [ | Read Control 37 Trusted Issuer Certificates [ Receive a certificate with a network
‘ ["] MonitoredItem Control [ | Trigger Control = Trusted Peer Certificates | | Automatically accept untrusted certificate
Server | View | Certificate Management
R1CH b Pl fr
4 1 | 2z | 3 T O I | - N N S SR OR[N 10 I 1T P12 1S T 15 |
3
Table1 OPC UA Ribbon
Category Name Description ‘
Server Connect Connects to the OPC UA to get access the data.
Disconnect Disconnects from the OPC UA server.
Connection Displays a list of the end point of the OPC UA server
you are currently connected to via drop-down.
Connection Count The number of OPC UA servers currently connected.
View UA Server Control Displays a list of the end point of the OPC UA server

that is currently connected in a different screen, Check
to display the screen or uncheck to close the screen.

¥ UA Servers a x
ServerUri Status Sessionld 3
opetep//localhost 512 10/UA/SampleServer  Connected ns=6;i=2008938027 N
< >

: Corinect Browes [iecarinEet Clase

I ——
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Address Space Control Displays the nodes hierarchically. Check to display the
screen or uncheck to close the screen.

UA Server opetopd/localhost 5 1210/UA/SampleServer v tt
Nodes Attributes
Server Name Value Type Value H
Dats b
Boilers |
Memory Buifers

Monitoredltem Contol Shows value change notifications and displays the
update screen for read values. Check to display the
screen or uncheck to close the screen.

& WMonitoredhems [m] X
UA Server: | opetep//localhost51210/UA/SampleServer v
Nana n Tope Node: [0 Node Name: Value Quality TimeStamp Mods il
Subseription( 1) 213 Subscription Int16Value =678 Good 051452788 Enabled
Subscriptiont 1) 655 Subscription Booleanvale  True Good 081640750 Enbled
Subscriptiont 1) 56 Subscription SByteWalie -1 Good  0B1432785 Enbled
Subscription{ 1) 657 Subscription Bytelalue 186 Good 08:14:32785 Enabled
Subscription{ 1) 658 Subscription Int16Value -22835 Good 08:14:32785 Enabled
Subscription{ 1) 659 Subscription Ulnt 16Value 7948 Good 08:14:32785 Enabled
Subscription( 1) 660 Subscription Intd2Value 1964943733 Good 08:14:31785 Enabled
Subscription( 1) 661 Subscription Ulnt32Value BITT1695 Good 08:14:31785 Enabled
Subseription( 1) 62 Subscription Intf4Valus —-3864540356942686.. Good 08:14:317885 Enabled
Subseription( 1) 63 Subscription UlntfifValuz 11006999791338950..  Good 08:14:317885 Enabled
Subseription( 1) 1113 Subscription FloatValue T.T23544E+18 Good 081431788 Enabled
Subscriptiont 1) 65 Subscription Double¥alue 1671086710226 4E., Good  0R1431785 Enbled
Subscriptiont 1) 56 Subscription StringValue Purple Furgle Blush.. Good 081431745 Enbled
Subscription{ 1) 667 Subscription DateTimeValue 04/08/1983 225041 Good 08:14:31785 Enabled
Subscription{1) 68 Subscription Guidvalue cfBalccl-bed2-lea..  Good 08:14:31785 Enabled
Subscription(2) 669 Subscription SByteValue -120 Good 08:14:33 787 Enabled
Subscription(2) 670 Subscription SByteValue L Good 08:14:33 787 Enabled
Subscription(2) 671 Subscription ByteValue 188 Good 08:14:33 787 Enabled ¥
< >
Gloss

Subscription Contrl Displays the screen to manage the interval of values
that have changed in the UA server.
Check to display the screen or uncheck to close the

screen.
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# Subscriptions O i
UA Server: | opcicp/flocalhost 1210/UA/SampleServer ~
Mame MonitoreditemCount  Publish Mode Publizh Inte..  Priority
Subzeriptiond 1) 30 Enable 100 1
Subscription(2) 30 Enable 1000 1
Subscription 3 30 Enable 1000 1
Subzcription 4 30 Ensble 1000 1
Subscription(d) 7 Enable 1000 1
< >
Add.. Edlit DElEte Eriatile Dieat
Read Control Displays a screen to read node values from the UA

server. Check to display the screen or uncheck to close

the screen.
# Mode Readers O]
UA Server: | opetep/flocalhest51210/UA/SampleServer ~
Mame Mode Court Read Mode Read Interval(m.. PFead Method
Add.. Gloze
Trigger Control Displays the established UA server node’s writing

trigger or method trigger on separate screens. Check
to display the screen or uncheck to close the screen.

[ OPC UA Triggers O X
UA Server: | opetepy/flocalhost51210/UA/SampleServer W
Name Mode Trigeer Method Target Modeld Condition Type  Condition Count Gong
Glose
Certificat My Certificate Displays the certificate information assigned to
e UaMonitor.

Managem Trusted Issuer Certificates Displays the screen to manage the trusted issuer

8
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ent
Trusted Peer Certificates
Rejected Cetificates

Receive a certificate with a
network
Automatically accept

untrusted certificate

Monitor Control

certificates.

Displays the screen to manage the trust certificates.
Displays the screen to manage the rejected issuer
certificates.

Receives a network certificate.

Automatically accepts untrusted certificates over the
network.

"Monitor Control" has summarized the support function as a monitor.

The support function;

- Save a created screen and the connection status (named ‘Archive’)

- Restore a created screen and the connection status (named ‘Restore)

- Save the file.
- Copy the sheet.
H o S Book1 - Excel
b BA ALk B 75 #E S B FF{> OPCUA | Monitor Control |
2 Create Archive ["] Encrypt the archive | [] save to the file ["] Copy to the sheet | 4 Language |IEn_gﬂ9_.h % ! |
[ Archives ~ File save count Sheet copy count i License Information
[T Archive Management File save countdown Sheet copy countdown O event Log
Archive File Control F1 Support
R19C7 - X v Je
I s = s s o 1o D s
1]

Table 2 Monitor Control Ribbon

Category Name
Archive Create Archive

Archives

I ——
9

Description

Save the created screen and the connection status.
Displays the list of saved archives in the drop-down.
Click the archive in the drop-down to restore the
archives.
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File
Control

Support

Archive Management

Encrypt the archive

Save to the file

Copy to the sheet

Language

Display the list of the saved archives. You can edit the
UA Server URL or remove the Archive.

MName File Size Update Time Create Time £
Book 1xml 23 KB {23326 B) 2016-06-13 23:32:07 2016-05-08 20:37:35
datahub in localxml 16 KB {16547 B) 2016-04-22 20:368:53 2016-04-22 20:38:53
demoxm| 53 KB (53156 B) 2016-04-20 031535 2016-04-20 07:51:20
dema_sample_ibress xml 65 KB {65474 B) 2016-05-18 17:08:27 2016-05-18 16:4555
dht11xml 42 KB (42636 B) 2016-07-18 120806 2016-06-28 174264
IBRESZ xml 16 KB (16685 B) 2016-05-18 15:4%46 2016-05-18 15:4%:46
iopxcml 36 KB (36116 B) 2016-06-17 14:24:56 2016-06-17 12:58:39
SCF2016 Thunder Cloud xml 550 KB (559326 B) 2016-06-07 2256:47 2016-06-07 22:56:47
testlzml 19 KB (19075 B) 2016-05-17 11:02:34 2016-06-17 11:02:34
test2xml 21 KB (21307 B) 2016-05-17 11:0%39 2016-05-17 11:03:39
Thunder Cloud in Tokyoxml 584 KE (534025 B) 2016-06-08 00:32:24 2016-06-08 00:32:24
LA - T Exlzzxml 46 KB (46734 B) 2016-06-08 00:41:24 2016-06-08 00:41:24
L1 F-FE=ml 50 KB (50441 B) 2016-06-06 00:47:43 2016-06-08 00:47:43
1A J-TEtestxml 48 KB (48770 B) 2016-06-12 20:34:24 2016-06-12 20:34:24 v
Import. £ DElE il gty Refresh Close
Updated the archive list

Encrypts and stores the archive information. This
setting is applied when you click "Create Archive".
Save the file.

% File Control %
Save File Copy Shest
Settings
Save Path: |
Time Interval : 1= Hours »
Seconds
[]5et save count : T2 Minutes
0K Gancel
Copy the sheet.
% File Control %
Save File Copy Sheet
Settings
Source Sheet Mame |
Time Inteval : 1= Hours »
Seconds
[] Set copy count : = Mirwtes
0K Gancel

Select the language you want to support.
Supported languages;
- English

10
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- Japanese

The initial value depends on the language setting of the
OS in use. For example, if your supported OS is in
Japanese, Japanese will be selected by default.

Displays a screen that shows the function license
information of UaMonitor.

License Information

P License Configuration O *
Licenses Overfiew
Unlimited License : 1] Limited License : 1 Demo License : 1
d Mame LicenseType Suppart From Support Ta
1 ExcelMonitor for OPG-UA Demo 2016-07-12 12:09:44  2016-08-11 18:09:44
2 ExcelMonitor Trigeer for OPC-UA Limited 2016-07-17 06:30:69  2016-07-17 07:30:69
iz Fieleass) Glose
@ Event Log u] 'Y
Ewent Log
Settings
Auta seroll
Output filtsrs
Type Information [ Errar  []Service [ Operation [ ] Security Save
[] StackTrace [ ] OperationDetail [ ]StartStop [ ExternalSystem [ ServiceDetail
Date Time Type Message
< >
Glear
Qutput file path
C¥Users¥toshiaki honda¥ App Data¥Roamine¥Puerto¥ ExcelMonitor¥Exce [ Manitor log txt
[ Delete on start

11
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OPC UA Communication

OPC UA
The OPC Unified Architecture (UA), released in 2008, is a platform independent service-oriented
architecture that integrates all the functionality of the individual OPC Classic specifications into one
extensible framework. OPC UA supports PLC and SCADA and provides safe and stable information
exchange in MES and ERP for the specified region.

Connection
This section describes how to connect to the UA server.
UaMonitor provides several ways to connect to the UA server;
(1) Connect by entering the URL of the UA server directly

(2) Connect to get the URL of the UA server from DiscoveryServer

(1) Connect by entering the URL of the UA server directly
(1) — 1. Click on the "Connect" button

H L Tl Book1 - Excel
f-bh  BA A-FLTIr B T4 BE = HE FE{> | OPCUA Monitor Control
F" Connect | DConnectlon - UA Server Control Subscription Control IEI My Certificate 'ﬂ' Rejected Certificates
5 Disconnect | = Connection Count |0 Address Space Control [ | Read Control 4 Trusted Issuer Certificates [¥] Recelve a certificate with a netwark
MonitoredItem Control Trigger Control = Trusted Peer Certificates Automatically accept untrusted certificate
Server View Certificate Management
R1C -] Jr
1 2 3 4 5 6 7 8 o 10 11 12 13 14 15

it

12
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(1) —2. Click "Yes"

0 Do you want to connect by entering the URL of the Server Manually?

Yes No Cancel
(YD LALVA(MN) Tl

(1) — 3. Enterthe URL and click "OK"

¥ UA Server URL pd

s Server URL : |n:n|:u::.tn::|:-:;";"[F‘G Mamel[Port Mumber]/ [Server Mame]

Garcel

Use the “opc.tcp://[PC Name]:[Port Number]/[Server Name]’ format If you want to connect with TCP.
Use the “http:// [PC Name]:[Port Number]/[Server Name]’ format If you want to connect with HTTP.
Use the "https:// [PC Name]:[Port Number]/[Server Name]’ format If you want to connect with HTTPS.

H:Note: There are no problesm with using the IP address instead of the PC name.

(1) — 4. Specify how to connect and then click the "OK" button

P Server Configuration b o
Protocal: opctop [ocalhost51210] w
Security Mode: Mone w
Security Policy: Hone e
Meszage Encoding: Binary e
Uzerldentity Type: Aoy mous w

IJzerldentity:

[] Weaken the verification of the certificate

Ganc!

Table 3 Server Configuration

13
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Name Description ‘
Protocol Specifies the preferred protocol type.
Security Mode Sets the Security Mode that the server provides.

Security Mode;

- None: Communicate without security

- Sign: Communicate with authentication when connecting to a

server

- SignAndEncrypt : To communicate with authentication when

connecting to a server and to encrypt the communication data

Security Policy Sets the Security Policy provided by the server.
Security Policy;
- None

- Basic128Rsa15
- Basic256

Message Encoding Sets the message encoding..
* Binary
* XML(HTTP/HTTPS)
User Identity Type Sets user authentication.
* Anonymouse
* UserName and Password
* Certificate
User Identity Sets user authentication information.
Weaken the verification If the domain name and domain name of the certificate that you
of the certificate received from the UA server does not match, it can be specified as an
alias.

Verifies the UA server; sets the SignAndEncrypt or Sign.

If the domain of the certificate received from the domain name and
the UA server that is specified in the URI does not match, it generates
an exception. In this case, you must assign a certificate that matches
the domain name from UA server. However, if you accept a domain

name that does not match without changing the certificate, specify it
-____________________________________________________________________|

14
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Name Description

as an alias.

Caution;
Please be careful because this reduces security.

(1) —5. Adds the end-point of the UA server via the drop down of the “Connection”.

BEHS &&= Book - Excal
H-h  BA A-FLPIr B 7T ®E £F  MBE  FR{r | OPCUA | Monitor Control

# connect | [J) Connection | [] UA Server Control || Subscription Control | [E£] My Certificate Il Rejected Certificates
5,“5 Disconnect -(:Connectinn Cc ope.tep://localhost:51210/UA/SampleServer )l [] Read Control Q}Tru;ted Tssuer Certificates Receive a certificate with a network
[] monitoreditem Control [ | Trigger Control = Trusted Peer Certificates || Automatically accept untrusted certificate
Servar View Certificate Management
(17 JEX v f]
_‘i] 2 3 45 s c s s | 9 | w0 | 1 | 1@ | 13 | 1M | 15
it

15
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(2) Connect to get the URL of the UA server from DiscoveryServer
(2) — 1. Click "Connect"

H S @-3- = Boakl - Excel
M- BA  ASLAFIN B 74 @M FE  M® 7R | OPCUA | Monitor Control

75
[ Connection \ - || 71 uA server Contral [ subscription Control | [£] My Certificate 1l Rejected Certificates
$5 Disconnect | = Connection Count |0 [] Address Space Control || Read Control T Trusted Issuer Certificates |+ Recsive a certificate with a network
[] MonitoredItem Contral [ Trigger Control = Trusted Peer Certificates || Automatically accept untrusted certificate
Server View Certificate Management
RICT - X  Je
4 31 | 2 | 2 | 4 | 5 | =& 7 | 8 | o | @ || @ | 12 13 4 | 15 |
1

(2) —2. Click "No"

weelMonitor -

0 Do you want to connect by entering the URL of the Server Manually?

Yes No Cancel
(FOATRY) AN Fyuy)l

(2) — 3. Selectthe UA Server

Q, uA Servers X

Computer Mame /TP Iocalhost =

Mo zervers to dizplay.

{5l Cancel ]

16
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Table 4 UA Servers

Name Description

Host PC Specifies the PC name or IP address.
OK Connects with the selected UA Server.
Cancel Cancels the connection.

(2) — 4. Specify how to connect and then click "OK"

¥ Server Configuration >
Protocol: ||:||:u:.tn:|:| [localhost:51210] v|
Security Mode: |N-:|ne v|
Security Palicy: |N-:|ne v|
Meszaee Encodine: | Binary e |
Userldentity Tvpe: | Anony mous v |
Uzerldentity:

[ O, | | Cance| |

Table 5 Server Configuration

Name Description

Protocol Specifies the protocol type to communicate.
Security Mode Sets the Security Mode provided by the server.
Security Mode;

- None : Communicate without security

- Sign : Communicate with authentication when connecting to a

server

- SignAndEncrypt : To communicate with authentication when

connecting to a server and to encrypt the communication data

Security Policy Sets the Security Policy that the server provides.
Security Policy;
- None

I ——
17
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Message Encoding
* Binary

Basic128Rsa15
Basic256

Sets the message encoding.

* XML(HTTP/HTTPS)

User Identity Type

= Anonymouse

Sets user authentication information.

= UserName and Password

« Certificate
User Identity

Sets the information of user authentication.

(2) —5. Add the end-point of the UA server via the drop down of the “Connection”

H &7 s
Bl ~: # ssuoor B 74 gE %
¥ Connect ) Connection Eopc.tcp:j,ﬂocal--- :‘\),__ 1 UA Server Control

["] Subscription Control

Bool1 - Excel

BEi%  FP{» | OPCUA | Monitor Control

[£5] My Certificate 1l Rejected Certificates

€5 Disconnect <:C0nnec:tion Cc opc.tep://localhost: 51210/UA/SampleServer ) || Read Control 4 Trusted Issuer Certificates (| Receive a certificate with a network
MonitoredItem Contral | | Trigger Control = Trusted Peer Certificates | Automatically accept untrusted certificate
Server View Certificate Management
RI1C7 - Jx
1 2 3 % 9 b ¥4 8 2] 10 11 12 13 14 15
L
Disconnection

Clicking "Disconnect" will disconnect you from the UA server that is specified in the "Connection".

[ H S Bookl - Excel
Tl -4 BA AT L{For L 75  BE =R [5E: PF4> | OPCUA Monitor Control
¥ Connect [_) connection |ope.tep:/flocal- ~ UA Server Control Subscription Control | [&] My Certificate T Rejected Certificates
<5 Disconnect '<: Connection Count |1 | Address Space Control Read Control T8 Trusted Issuer Certificates [ Recaive a certificate with a network
["] MonitoredItem Control [] Trigger Control = Trusted Peer Certificates Automafically accept untrusted certificate
Server View Certificate Management
RI1CT - Ir
1 2 3 4 ) 6 7 8 = 10 11 12 13 14 15
L

18
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Browse address space
You can easily refer to the information represented hierarchically on the OPC UA server.
1. Check "Address Space Control" on the OPC UA ribbon

B H S © & = Book1 - Excel

Bell L Bh A-sLgrob 8 55 BB Fn  EE 7R(y | OFCUA | Monitor Control
#* Connect ) connection u:.Etcip,f}local =|| ] ua server control || subscription Control | [£] My Certificate T Rejected Certificatas
6 Disconnect | =% Connection Count |1 E Address Space Control || Read Control 14 Trusted Issuer Certificates [ Receive a certificate with a network

|| MonitoredItem Control [ | Trigger Control = Trusted Peer Certificates | | Automatically accept untrusted certificate
Server View Certificate Management
Ri1GT il X v &
I [ - T e 8 | 9 | m w | w2 | 1 | 15|
1

2. A screen showing the address will be displayed

i= Address Space O >
& Server: |u:u|:u:.tu:|:u:;";"|:uuertu:u—dev— 151210/ U8 SampleServer ~v|
Modes  RegizterdModes Attributes
= ﬂ Server N ) Hame Time Stamp  Walue Tvpe Yalue
gun.::ltlng Modeld - Modeld i=3 706
DZ;:“ Nodellass = Tnt32 Dhject
. BrowzeMame - GualifiedMame  SessionzDiagnosticaSumr
GetMonitaredlte ms : : : : :
DigplayMame - LocalizedText  SessionzDiagnosticeSumr
Mamespacefrray i f 3
R Dezcription = LocalizedText A summary of zeszion ley
e WriteMask - Ulnt32 0
X Userritebask - Ukt 32 0
. GerverGapahilities £
i : EventMotifier - Brwte Mo Access
. ServerDiaenostics
% EnabledFlag
v = ServerDiagnosticeSummary
SezzionzDisenosticeSummary
- I Seszonagnostics Array
: [+ B SeszionSecurityDisgnostics frr:
[#-- i SubscriptionDiagnosticerray
+- o Server Redundancy
[ I ServerStatus
----- % Servicelevel
[ < WendorServerlnfo
]
£ > £ >
[] Display this window always in frant.
[dede fMormtar., Imaee e, (FIEEEL SEt.. i)y

Table 6 Address Space Control

Name Description
-
19
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UA Server The OPC UA server URL.

Nodes Information (displayed hierarchically) represented in the OPC UA
server.

Attributes All of the selected node attributes will be displayed. "Value" is the

node value.

Select an item from “Attributes” to save the information of the selected row by clicking "Copy" or
pressing "Ctrl + C". As pictured below, clicking “Copy” in the bottom right-hand corner will enable

you to paste the value’s information in the cell of your choosing.

. i= Address Space

A Server: | ope top://E 5 12 10/ 8,/SampleServer

Modes  Registerdiodes Attributes
- Uht_eger"\.l'alue Marme Time Stamp Walue Type Value
| B et Nodeld - Nodeld i=2267
User.‘:":raemen e NodeClass - Iht32 Variable
UserScalir BrowszeMame - GualifiedMame  Serviceles
Bl Static DizplayMame = LocalizedText  Serviceles
B~ MemoryBuffers Dezcription - LocalizedText A walue in
oos M Wkite Mask - Ulnt2 0
o it |teMask = Ulnt32 I
- . wadlle
g _‘ gollers DataType = Modeld Ervte
B ValueRank - t32 Scalar
[ % GetMonitoredltems : )
it A e et ArrayDimenzions * MHull MHull
- Namespaces % Acceszlevel - Evte Feadable
P Uzer fccesslevel b Biyte Feadable
- W Derverfrray g :
_ MinimumSamplinelnterval - Double 1000
[ £ ServerCapabilities S
i ; Hiztorizing - Boolean Falze
[ ServerDiagnostics
[ ServerRedundancy
[ I ServerStatus
- W Servicelevel
- WendorServerlnfo
< >
[] Digplay this window always in front.
Mode Monitor ... Imageiew.. ]

BEvte 255
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Monitoring node (Subscription)
Monitors the value of the node and pastes it into the cell or AutoShape using the node’s
monitoring subscription.

OPC UA Server AP

nm m ----- T T T T T T T LB P :
Communication Feg Mag Fep Msg Publ k=g Molif Msg | |
Stack 330090909000 bea o s PR PR bl el !
* : + :

I v Co A

From Ta ,  From To :

OFC UA OPC UA 1 OPC UA QP UA

client client ! chent client :

21
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Node Monitoring Steps:
Step1. Open the ‘OPC UA'’ tab in Microsoft Excel

B H " = Bookl - Bxcel
fi-h  BA  A-SLAFIN B -4 @8 F= @¥ 7Ry | opcua | Monitor Control
#* Connect [ connection  |ope.top://local--- = UA Server Control Subscription Control | [ My Certificate hiiig Rejected Certificates
5 Disconnect 'K:Connection Count |1 Dddress Space Control Read Control 3 Trusted Issuer Certificates |~ Receive a certificate with a network
| MonitoredItem Control | | Trigger Control = Trusted Peer Certificates | | Automatically accept untrusted certificate
Server View Certificate Management
RI1CT d ° B I
1 2 3 4 ) 6 7 8 o 10 11 12 13 14 15

Step2. Check the ‘Address Space Control’ box
Step3. Select a variable node
Step4. Click ‘Node Monitor...’

i= Address Space 0O W
A Server opc top: I 5 12 10/ 4 /SampleServer ~
Nodes  RegisterdModes Attributes
=8 : Sicalar ~ Mame Time Stamp Yalue Type Wal
ol Eaalean.‘l.-’alue Modeld = Modeld hE=
[~ I ByteStringValus
g ModeClazs - Intd2 War
[+ I ByteValue -
: BromzeMame = GualifiedMame  2In
[ ¢ CycleGomplete : i |
g 3 DisplayMame = LocalizedText  Intf
[ I DateTimeValue S
P DoubleWalus Dezcription - MHull Hul
: . Wik ite Mask = |Inta2 I
[+ I+ Enumerationyalue .
B Expandedodeldvalus Jzertrite Mazk = |JInt32 0
; 5 Yalue MTANTA03 09:29:39.017  Int32 161
[+~ FloatWalue .
: DataTwpe = Modeld i=f
[+~ GenerateValues
: 5 WalueRank = Int32 pTet
[#- I Guidvalue : .
: ArravDimenzions - Hull Mul
[ I Int 16Value
P = focesslevel = Byte Fa:
o I alue :
G- Itbdvalus Uge.rﬂccessLexj'el Buwte Fe:
g MinimumSamplinghterval - Double Ciar
B Integervalue Hiogoisi _ ool T
I LocalizedTextWalue SRS el ke
G- NodeldValue
B Number'alue
- i QualifiedMametalue
III . SRwtevalie £
£ > £ >

[] Display this window always in frant.

I Imaee\iew... lHEeEr et i)y
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Step5. Select ‘Subscription’

9 How node monitoring =

| (®) Subzcription

If there iz a chanee in the value of the monitored node, the & zerver will
releaze a notification of the chanege in value.

() Sync Read / Asvne Read

Readz the value of the node svnchronouzly ar asvnchranous by,

I (] .4 I | Cancel |
Step6. Select “OK” to add subscription
# Subscriptions O *
U# Server: opciop/flocalhosti1 210/ U4 SampleServer
MHame MonitoreditemCount  Publish Maode Publizh Inte...  Priority
< >
Add.. it [Ielete Eratile [=atle (] 4 | | Cancel

Table 7 Subscriptions

Name Description

UA Server The OPC UA Server URL.

Add... Displays a screen to create a new subscription.
Edit... Displays the edit screen.

Delete Deletes the selected subscription.

Enable Enables the selected subscription.

I ——
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Disable Disables the selected subscription.

The subscription creation screen will look like this;

# MNew Subscription >
Mame : |Su|:usu:riptiu:un{1]l |
Publishing Mode : Enable w |
Publishine Interval(ms) : 1000 [l
Pricrity : 1 b

o] 4 | | Cancel |

Table 8 The subscription creation screen

Name Description

Name Subscription Name

Publishing Mode Enables the user the enable or disable.

Publishing Interval The notification interval set in milliseconds. The initial value is 1000
(ms) milliseconds (1 second).

Priority The priority for the notification.

Step7. Create Monitored ltems
Click the "OK" button to begin monitoring the selected items.
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&£ Cr

m
=]
+
[w]
m
i
+
m
3

m

Mame : |Int32‘-.-‘alue |

Sheet Setting

Update to workzeet : |Elnnkl:5heet1!$G$H | Select
- REI'."'.' L
(Fill by Fiowy || Chanee..

[] Dizplay a time stamp in the lett column,

Feplace time stamps with local clock time.

Shape Setting
[ ] Update to shape SelEat

Fiaun
Dizplay a time stamp in the shape.

Feplace time stamps with local clock time

0K Gancel

Sheet Setting
The cell box next the “update to worksheet” section will automatically display the value for the
cell that is currently open. If you want to change it, click the “Select” button.

- Update Pattern
Selects the data of the update pattern.
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@) Fill by Fow

Starting from the top left =quare it will proceed to update the
I cell moving dowrwards. Once it reaches the bottom of the cell it
"’ will continue towards the top right cell and then proceed to move
dowriwards again.

(3 Fill by Column

Starting from the top left =quare it will proceed to update the

1 cell moving right. Once it reaches the end of the cell in a line it
E—} will continue fram the next row starting from the bottom left

zguare and moving right again.

() Hiztory Fill by Row

+

() Hiztory Fill by Calumn

> © The update will begin from the left of the cell, shifting the older
- cell to the right.

The update will start from the top of the cell, shifting the older
cell down by one Fom.

(0] 4 Cancel

Shape Setting
Select the AutoShape you want to update. When you select an AutoShape on the list, the
AutoShape you selected will be active.

Sheet Mame j[N] Shape Twpe

Sheet 1 2 ShapeFRectanele

Sheet 1 3 Shapelval

Sheet 1 4 ShapeRoundedRRectangle

(0] 4 Cancel
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Monitoring node (Read)
Monitors the value of the node and pastes it into the cell or AutoShape using the node’s
monitoring read.

OPC UA Server AP

1
1
1
|
OPC LA B ————- : —_—— e
Communication ' | Feag Mag Fep Msg 1 Publ Ms=g Notf Msg
Stack : ..... PR MU : e i
—% . $
o v | ¥
1 Frosm To | Frorm To
| OPCUuA oPCUA | OFC UA QPG LA
1 client chient | chenl client
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Node monitoring steps;
Step1. Open the ‘OPC UA'’ tab on Microsoft Excel

B A L= Bookl - Excel
fi-h  BA  A-SLAFIN B -4 @8 F= @¥ 7Ry | opcua | Monitor Control

#* Connect [ connection  |ope.top://local--- = UA Server Control Subscription Control | [ My Certificate hiiig Rejected Certificates

5 Disconnect 'K:Connection Count |1 DC\ddress Space Control Read Control 3 Trusted Issuer Certificates |~ Receive a certificate with a network

| MonitoredItem Control | | Trigger Control = Trusted Peer Certificates | | Automatically accept untrusted certificate
Server View Certificate Management
RI1GT ~ I > I
1 2 3 4 ) 6 7 8 o 10 11 12 13 14 15

Step2. Click the ‘Address Space Control’ check box
Step3. Select a variable node
Step4. Click ‘Node Monitor...” button located in the bottom left hand corner

i= Address Space 0O W
A Server opc top:/ /- 151210/ 4/ SampleServer ~
Nodes  RegisterdModes Attributes
=8 : Sicalar ~ Mame Time Stamp Yalue Type Wal
ol Eaalean.‘l.-’alue Modeld = Modeld hE=
[~ I ByteStringValus
g ModeClazs - Intd2 War
[+ I ByteValue -
: BromzeMame = GualifiedMame  2In
[ ¢ CycleGomplete : i |
g 3 DisplayMame = LocalizedText  Intf
[~ DateTime\alue S
£ DoubleValue Dezcription - MHull Hul
: . Wik ite Mask = |Inta2 I
[+ I+ Enumerationyalue .
B Expandedodeldvalus Jzertrite Mazk = |JInt32 0
; 5 Yalue MTANTA03 09:29:39.017  Int32 161
[+~ FloatWalue .
: DataTwpe = Modeld i=f
[+~ GenerateValues
: 5 WalueRank = Int32 pTet
[#- I Guidvalue : .
: ArravDimenzions - Hull Mul
[ I Int 16Value
: e focesslevel = Byte Res
Ll L UserfocessLavel - Byte Re:
G It 4Value 53 . ¥ :
g MinimumSamplinghterval - Double Ciar
B Integervalue Hiogoisi _ ool T
I LocalizedTextWalue SRS el ke
G- NodeldValue
B Number'alue
- i QualifiedMametalue
III . SRwtevalie £
£ > £ >

[] Display this window always in frant.

|‘ Imaee\iew... lHEeEr et i)y
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Step5. Select ‘Sync Read / Async Read’

0 How node monitoring >

{®) Subzcription

If there iz a change in the value of the monitored node, the & zerver will
releaze a notification of the chanee in value.

|O Sync Read / Asvnc Read

Feads the value of the node swnchronouzly or asyvnchronously.

| OF, | | Cancel
Step6. Create Node Reader
4 Mode Readers | x
Uf Server: | opectop/focalhost 5121004 SampleServer v
Mame Mode Gourt Fead Mode Read Ihtervallm. Read Method
[ aad. | [FEdiE DEfEER Head Eriabie HiEatE Ok || Gancel

Table 9 Node Readers

Name Description

UA Server The OPC UA Server URL.

Add... Displays the screen to create a new node reader.
Edit... Displays the edit screen of the node reader.
Delete Deletes the selected node reader.

Read Reads the selected node reader.

I ——
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Enable Enables the selected subscription.
Disable Disables the selected subscription.

The node reader creation screen;

# MNew NodeReader ey
Mame : |N|:u:|e Feader( 1) |
Read Mode : 'Enable v|
Fead Intervalms) : 1000 B
Read Method : ISynchanDus Read V|

! ok | | Gancel |

Table 10 The node reader creation screen

Name Description

Name Node reader Name.
Read Mode Select Enable or Disable.
Read Interval (ms) The notification interval set in milliseconds. The initial value is 1000

milliseconds (1 second).

Read Method - Synchronous Read

- Asynchronous Read

Step7. Create Monitoredltem
Creating a monitoring item updates the data. It can start monitoring immediately as soon as you
click the "OK" button.
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Mame : |Int32‘-.-‘alue |

Sheet Setting

Update to workseet : |BDDk1:Sheet1!$G$11 | _- Select
. REI'.'".' v.
[Fill by Row | | Ghanee..

[ Dizplay a time stamp in the left column,

Feplace time stamps with local clock time.

Shape Setting
[ ] Update to shape : EelEat.

Faw
Display a time stamp in the shape.

RFeplace time stamps with local clock time.

Ok | Gancel |

Sheet Setting
The cell box next the “update to worksheet” section will automatically display the value for the
cell that is currently open. If you want to change it, click the “Select” button.

- Update Pattern
Selects the data of the update pattern.
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‘fﬂ{ Cell Update Patterr
(@) Fill by Fow
Starting from the top left =quare it will proceed to update the
I -'"‘1 cell moving dowrwiards. Once it reaches the bottom of the cell it
Lp-"f f will continue towards the top right cell and then proceed to move

dowrnimards again.

(3 Fill by Column

Starting from the top left =guare it will proceed to update the
1 cell moving right. Once it reaches the end of the cell in a line it
E—-’. will continue from the next row starting from the bottom left

zguare and moving right again.

() Hiztory Fill by Fow

¥

() Hiztory Fill by Column

5 The update will begin from the left of the cell, shifting the older
cell to the right.

The update will start from the top of the cell, shifting the older
cell down by one Fom,

K Cancel

Shape Setting
Select the AutoShape you want to update. When you select an AutoShape on the list, the
AutoShape you selected will be active.

R e 1o (| e

L

Sheet Mame 1D Shape Type

Sheet 2 ShapeRectanele

Sheet 3 ShapeCval

Sheet 4 ShapeRounded Rectanele

Ok Cancel
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Create Trigger (Variable)
Step1. Open the ‘OPC UA'’ tab on Microsoft Excel

XE=| o= Book1 - Excel
Mok @A A-SLA7IF R 55 KB ®n  @E 7R | OpcuA | Monitor Control

¥ Connect [2) Connection .opc.tcp:fflocal-- - || [ uA Server Control | subscription Control | [] My Certificate 1T Rejected Certificates

5 Disconnect | =% Connection Count |1 | dress Space Control || Read Control T Trusted Issuer Certificates | Receive a certificate with a natwork

["] MonitoredItern Contrel [ | Trigger Control = Trusted Peer Certificates || Automatically accept untrusted certificate
Server View Certificate Management
R1GT e > I
1 2 S E3 5 6 7 g 9 10 11 12 13 14 15

L

Step2. Click the ‘Address Space Control’ check box
Step3. Select a variable node
Step4. Click the ‘Trigger Set..." button

i= Address Space O X
UA Server: | opctop:// N5 12 10/ LA/ SampleServer w
Nodes  RegisterdModes Attributes
(- I Double‘-fa_lue (e Marme Time Stamp Walue Type Walue
M fnumcathndals Nadeld - Nodeld ne=2i=102
[+ i~ ExpandedModeldvalue :
BB Floatval ModeClass - Int32 Wariable
A BrowszeMame - GualifiedMame  2Int32Val
[ = GenerateValues : :
g DizplayMame - LocalizedText  Int32Walue
[ I Guidalue e
P Tht16Value Dezcription b Hull Hull
Y lng Wi ite Magh - Ulnt32 I
i Ir1tﬁ-1a| UseriiriteMask - UInt32 I
Walue 2017507403 092601185 Int32 196030844
[ IntegerWalue
: DataTvpe - Maodeld Intd2
- I LocalizedTextWalues
“WalueRank - Int32 Scalar
[ i+ NodeldWalue : )
ArrayDimenzions * MHull MHull
[ i Mumberalue
R Acceszlevel - Evte Readable |
[ I QualifiedMamealue
Uzer fccesslevel b Biyte Readable |
[ I SBwtealue g : ;
; . . MinimumSamplinelnterval - Double Ciontinuous
% Siodlaton s Historizin - Boolean Falze
[ I StatusCodeVWalue &
- = StringValue
[ I Structurealue
[ = Ulnt 16Value
fH- I Unt32alue
G- B | nthdUalie . & 2

[] Digplay this window always in front.

Inaes V-
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Step5. Click on the ‘OK’ button write value, to set the conditions.

/ Mew OPC UA Variable Trigger .
Mame : | Trigzer( 1) |
Madeld : [ne=2:i=10221 |
Trigger Mode : Enable |
Trigger Method : .Synchrunnus Wik ite |
White Value : When “Write Source Type”|is “Sheet”,
Wiite Source Tyvpe : | Walue e this button is enabled.

Wirite Walue | | Select |

Trieger Conditions :

(® To match all conditions () To match any conditions

On  Source Type Source Cperator Yalue Type Walue
fdd... Edf [E(Ete
ok Cancel
Step6. Open the ‘OPC UA'’ tab on Microsoft Excel
Step7. Click the ‘Trigger Control’ check box
B H - PR = Bookl - Excel
AL BA R-SLAFIL B 55 B &R E® 7R | OPCUA | Monitor Control
#* Connect [ connection  [ope.tep://local- || (] UA Server Control | subseription Control | [&] My Certificate Il Rejected Certificates
5 Disconnect | =5 Connection Count 1 || [ Address Space Control | | Read Control 3 Trusted Issuer Certificates |~ Receive a certificate with a network
| MonitoredItem Control rigger Control = Trusted Peer Certificates | | Automatically accept untrusted certificate
Server View Certificate Mana_g_emeﬂt
R11G7 3 E Jr
1 2 3 4 ) 6 7 8 o 10 i1 12 13 14 15

|
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Step8. Click on the ‘Execute’ button to select an item.

(% OPC UA Triggers O b
& Server: |npu:.tu:p:;"r’|u:u:alhcust:5121Ur"L|H;"SampIeServer e
Mode Trigger Method Target Modeld Condition Tvpe  Gondition Count Goni

Enabled Swnciirite ne=2i=10221

Edit.. || Delete ||| Execute || Eratle Dizable Ciloge

Create Trigger (Method)
Step1. Open the ‘OPC UA' tab in Microsoft Excel

H H 5 ¢ 3 = Booki - Bxcel

Rall L EA A-SL{7h B 55 B8 R EE 7R | OPCUA | Monitor Control
#* Connect [ connection |Epf.tcp:fflocal--- = || [[] UA Server Control ["] subscription Cantrol | [£Z] My Certificate 1T Rejected Certificates
£ Disconnect | = Connection Count |1 dress Space Control || Read Control 1 Trusted Issuer Certificates (| Receive a certificate with a network

|| MonitoredItem Control [ Trigger Control = Trusted Peer Certificates || Automatically accept untrusted certificate
Server View Certificate Management
|R11C7 - x « Kl
U T [ [ = - - O o | w3 | iy
1

35



UaMonitor User’'s Guide

Step2. Click the ‘Address Space Control’ check box

Step3. Select a variable node

Step4. Click ‘Trigger Set...’ button

i= Address Space O x
A Server: |npu:.tc:p::’f’[_lﬁ12]EII’LIF'|,"Sam|:|IeServer ~
Modes  RegizterdModes Attributes
E- Oonditigns A MName Time Stamp  Walue Type Walue
i gt””:'m'c Nodeld - Nodeld ne=2i=10756
= afnalo frra NodeClass - Int32 Method
F\nalogScaIZr BrowseMame = CualifiedMame  25calarMethod 1
= DizplayMame . LocalizedText  ScalarMethod 1
fttay Dezcription = Mull Hull
L= :___“ie‘:DdTehjtth y WiteMask 2 Ulnt32 0
feiiante UserlliviteMask - Ulnt32 0
< ArrayMethod?
Executable = Boolean True
- ArrayMethod3
= UserExecutable - Boolean True
» lar Method 1
% ScalarmMethod?
% ScalarMethod3
- Uszerfrray Method
% UserfrrayMethod?
% UszerScalarMethod 1
- UzerScalarMethod?2
[SE Scalar
i i~ Booleanalue
= ByteStringValue
- ByteWalue
CiwrleCinmnlete by
[] Display this window always in front.
Hedermartor. iz I Trigger Set.. I ey
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Stepb. Click ‘OK’ to write the value or to set the conditions.
(% Mew OPC UA Method Trigger et
Mame : |Trigger(1]l
Madeld : |i=11492
Trigeer Mode : |Enable >
Areuments :
Input Arguments  Output Areuments
Hame IhputWalue GetTvpe  InputWalue YalueTvpe
Subzcriptionld Walue I Int32
Edit...
Trigger Conditions :
(® To match all conditionz () To match any conditions
On Source Twpe Source Operator Yalue Twpe Yalue
Add.. Eelje EIETE
OF Cancel
Step6. Open the ‘OPC UA'’ tab on Microsoft Excel
Step?7. Click the “Trigger Control’ check box
B H - PR = Bookl - Excel
7 AL BA R-SLAFIL B 55 B &R E® 7R | OPCUA | Monitor Control 2 T
#* Connect ) connection opctcgffloc‘.al v ] ua server Control || subscription Control | [&] My Certificate Il Rejected Certificates
5 Disconnect | = Connection Count 1 | || Address Space Control | | Read Control 3 Trusted Issuer Certificates |~ Receive a certificate with a network
|| MonitoredItem Control Drrigger Control = Trusted Peer Certificates | | Automatically accept untrusted certificate
Server | View Certificate Mana_g_ement
RI1GT - > Jr
1 | 2 | 3 | = 5 | s | 7 | B o0 | wm | x| = | 1w | 1w | 15
1_
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Step8. Click on the ‘Execute’ button to select an item.

(= OPC UA Triggers

UA Server: |Dp-:.tl:p:x"f|ncalhl:ust:5121Elx"L|Pu’Sam|:uleServer

R

MHame Maode Trigger Method Target Modeld

Trigeer(1) Enabled MethodCall i=11492

Condition Twpe

Caondition Count  Can

Edit.. || Delete ||| Execute Eratile

Cloze
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Archive /| Restore

Save the created screen and connection status or restore a previously created screen or

connection status.

H - . Book1 - Excel
A—h  BA  A-TL4For  HE 74 BB F=  E%  FF{> OPCUA | Monitor Control |
= Create Archive [ Encrypt the archive | [ | Save to the file ["] Copy to the sheet 4 Language Engllsh <
@ Archives ~ Sh unt ﬂ License Information
[f] Archive Managament Sheet 6 Event Log
Archive File Control IF Support
R18G7 - ) Jr
| 1 | 2 3 4 5 7 8 o 10 11 12 1k 1
1]

Connection state to be saved;

UA Server connection
Subscriptions
Monitoredltems
NodeReaders
Trigger(Variable)

Trigger(Method)

The archive can be saved while maintaining the communication with tables and format and graph

settings of Microsoft Excel.

Create Archive

1. Click the "Create Archive"
H - " F Book1 - Excel
Tril Hi—h  BA A-FlAEor 8BE 74 BB = EE 7EA>  OPCUA Manitor Control
["] Encrypt the archive | [ | Save to the file ["] Copy to the sheet 3¢ Language |English -
'] Archives ~ File save count Sheet copy © ﬂLicense Information
[f] Archive Managament Fi W 2 6 Event Log
Archive File Control IF Support
R19C7 M Jr
| 1 | 2 2 4 B 6 7 a8 9 10 i 12 13 1
1|
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2. Specify the name of the archive. Then click the "OK" button

E‘ﬂ Save Archive As b o
| Book 1 |
oK Cancel
3. It will be added to "Archives" and “Archive Management”
H ©- g Bookl - Excel
f-h WA R-ILAFIF BE 75 #E TR B@E  FF>  OPCUA | Monitor Control |
= Create Archive [ Encrypt the archive | [| Save to the file ["] copy to the sheet | *£ Language Engllsh -
@]Ardﬂves 2 File save count y count | a License Information
Bookl.xml| testZ.xml File save countdown )y countdown o Event Log
testl.xml e File Control ml Support
RI7C14 | X Jr
1 | 2z | 2 | 4 | s | & | 7 | & | 9 | w | 1 | 1 | 13 =
1
2

Execute Restore

Displays the Excel tables and format and

communication state.

1. Click on the name of the "Archives”

graph settings and allows you to restore the

N
B
["] Encrypt the archive

B H S
b

é‘ Create Archive
[T Archives ~

Bookl.xml test2.xml

R=% L(FIk

| testl.xml ve
R17C14 v . X

1 2 3 4

=
| [] save to the file

i

7=

File save count

File save countdown

S

Book1 - Excel
= [5E:S PR

["] Copy to the sheet

OPC UA

Sheet copy count
Sheet copy countdown

File Control

| Monitor Control |

| a License Information
o Event Log
ml Support

10 11 12 13 | 14
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