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1. Overview
1.1.Overview

This document is a user’s guide to UaMonitor (and later, UA Monitor), Microsoft Excel add-on for the
OPC UA client. OPC UA provides secure communication while remotely monitoring or analyzing your
system running in Excel.

1.2.What is OPC UA?

Since the concept of Germany's industrial policy "Industrie 4.0" was announced in 2011, Bundesamt fir
Sicherheit in der Informationstechnik (BSI) has conducted a security assessment of OPC UA. It was
released at the Hannover Messe in 2015 and received high praise. As a result, OPC UA has spread to the
industrial industry, especially in Europe, and has been attracting worldwide attention in recent years.

OPC UA is a communication standard that enables "Utilization" by adding value to the information
obtained from the concepts of "Connection", "Security", and "Communication". OPC UA is not limited to
data exchange, but also integrates all the specifications of OPC Classic (DA, AE, HDA) released in the
past. Of course, it is also capable of sufficient operation while ensuring security. Therefore, it is possible to
collaborate with other standardized technologies.

In Europe, a working group of robots and machine tools within the German Machine Industry Federation
(VDMA) is actively promoting the standardization of specifications using OPC UA. At AUTOMATICA held
in Munich, Germany in 2018, a robot equipped with OPC UA was demonstrated. Since many machine
tools equipped with OPC UA were exhibited at the exhibition in September 2019, it is expected that OPC
UA products will spread to the market in the future.

1.3.What is UA Monitor?

UA Monitor is an OPC UA client add-in software that can communicate directly with the OPC UA server
on Microsoft Excel (hereafter EXCEL). Therefore, the OPC UA function can be used as a part of Excel
without having to start the application of another process. Figure 1 is displayed as the OPC UA ribbon
(menu).

System Image OPC UA [ OPC UA

‘ Client Server
PUERTO UA Monstor

[ Dev add-on ]

[ Extel ]

DATA

DATA

Summary l Temperature
Monitor Humidity
Save 1 llluminance

Operation Report Check Sglrt;en;

[— _——
etc
[ =
- > -

=]
7 KL BA A-SL b B 74 BE O ERX RBER AT Monitor Control ~ Q  {&LETH
® Connect CI Connection - UA Server Control Subscription Control E] My Certificate @ Rejected Certificates
<5 Disconnect =< Connection Count |0 Address Space Control Read Control (&) Trusted Issuer Certificates | Receive a certificate with a network
MonitoredItem Control Trigger Control = Trusted Peer Certificates Automatically accept untrusted certificate
Server 5 View Certificate Management 5
Al s
A B C D E F G H J K L M N (0]
i ]
—~ ]

Figure 1 Image and application example of UA Monitor
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2. Specifications

2.1.Functional overview

2.1.1. Linkage to Excel
By operating as an EXCEL add-in software, UA Monitor operates as a part of EXCEL so that EXCEL
has the function of OPC UA client.
UA Monitor can reflect the acquired data in EXCEL cells and auto shapes (graphics). After that, you can
perform the work that has been done in the past by using the powerful functions of EXCEL and graphs in
cooperation with the functions of EXCEL.

2.1.2. User interface configuration
After installing UA Monitor, a new ribbon "OPC UA" and "Monitor Control" will be added.

"OPC UA" ribbon

" OPC UA" ribbon has functions for executing OPC UA communication, and you can manage the certificate
in addition to the communication management here.

Bookl - Excel

File Home Insert Page Layout Formulas Data Review View Developer Help OPC UA Monitor Control £ Search
ﬁ Connect D Connection ~ | [J uaserver Control O Subscription Control @ My Certificate ﬂ' Rejected Certificates
5:; Disconnect <: Connection Count 0 [ Address Space Control ] Read Control Q]Trusted Issuer Certificates Receive a certificate with a network
[ Monitoreditem Control [ Trigger Control = Trusted Peer Certificates || Automatically accept untrusted certificate

Server [ View Certificate Management 5

AutaSave e =

A B C D E F G H J K L M N

Figure 2 "OPC UA" ribbon
Table 1 shows the explanation of the "OPC UA" ribbon structure.

Table 1 Item Description of " OPC UA " ribbon
category name ‘ Explanation

Server Connect Start the connection with the OPC UA server to
get the data.

Disconnect Disconnect from the OPC UA server.
Connection Display a list of the endpoint of the OPC UA server
you are currently connected to via drop-down.
Connection Count The number of OPC UA servers currently
connected.
View UA Server Control Display a list of the end point of the OPC UA server

that is currently connected in a different screen.
Check to display the screen or uncheck to close
the screen.

4]
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¥ OPC UA Servers - [} x
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URL Connection State Sezgionld SecurityMode
< >
Gannect Brawse: Wesarnest

Address Space Control

Display the nodes hierarchically. Check to display
the screen or uncheck to close the screen.

= OPCUA Address Space - o x
U Server v
Modes  Search Nodes  RegisterdHodes Attributes  Rferences
Hame TimeStamp Value Type Val
< >
Hede Meniter Triagewien: Trigeer et Edit Copy,
[] Browse the node type informations. Replace time stamps with local clack time
[] Display this window alwsys in front Close

MonitoredItem Control

Show value change notifications and display the
update screen for read values. Check to display
the screen or uncheck to close the screen.

4 OPCUA Monitoreditems - [u] X
UA Server v
Name jul Type Node ID Node Hame Value Quality  TimeStamp Mode

L] Display this window always in fran

o2 e et e

02 i Fillr OlEree A patie BGfianze s

Subscription Control

Display the screen to manage the interval of
values that have changed in the UA server. Check
to display the screen or uncheck to close the

screen.
4 OPCUA Subscriptions - O X
U4 Server ~
Mame MonitoredltemCount  Publizh Mode  Publizh Inte..  Priority
e =i el it izl

Read Control

Display the screen to read node values from the

PUE |
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category name ‘ Explanation

UA server. Check to display the screen or uncheck
to close the screen.

# OPCUA Node Readers - o x

Harme Read Type Node Gourit Read Mode Execution Trige.. Fead Method  Gondition Type

i) EAr) e P22 ErEble DIl | Close

Trigger Control

Display the established UA server node’s writing
trigger or method trigger on separate screens.
Check to display the screen or uncheck to close
the screen.

[® OPCUA Triggers - m] X

UA Server: | ~

Mame Mode Twpe Target Nodeld Execution Trigeger

< >

Close

Edit:. elete Execute it [jestilE

Certificat
e
manage
ment

My Certificate

Display the certificate information assigned to
UaMonitor.

Trusted Issuer

Certificates

Display the screen to manage the trusted issuer
certificates.

Trusted Peer Certificates

Display the screen to manage the trusted
certificates.

Rejected Cetificates

Display the screen to manage the rejected issuer
certificates.

Receive a certificate with
a network

Receive a network certificate.

Automatically accept

untrusted certificate

Automatically accept untrusted certificates over

the network.

PUE
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"Monitor Control” Ribbon

"Monitor operation" is a collection of auxiliary functions as a monitor. Auxiliary functions include a
function to save (hereinafter referred to as archive) or restore (hereinafter referred to as restore) the
c;eated screen and connection status as they are, and to save a file or copy a sheet after a certain period
of time.

Book] - Excel

File Home Insert Page Layout Formulas Data Review View Developer Help OPC UA Monitor Control 2 Search
|§‘ Create Archive @ Save connection setting to workbook [ save to the file O Copy to the sheet X Language English - ﬁAboutAddm
@Archives » I Load connection setting from workbook a License Information
@Ar(hive Management [ Edit connection setting on workbook oEvent Log
Save Pl File Control B Support

AutoSa\re '9” o =
R14 - b

A B c D E F G H | J K L M N 0

Figure 3 "Monitor Control” Ribbon

Table 2 describes the monitor operation ribbon configuration.

Table 2 Item description of " Monitor Control" ribbon
category name ~ Explanation

Save Create Archive Save the created screen and the connection
status.
Archives Display the list of saved archives in the drop-

down. Click the archive in the drop-down to
restore the archives.

Archive Management Display the list of the saved archives. You can edit
the UA Server URL or remove the Archive.

2 Archive Management X

Hame Fike Size Update Time Create Tine

o i, rete

Updated the archive fizt

Save connection setting | Save the connection with the UA server,

to workbook monitoring settings, etc. to the currently active
Excel workbook. When you open a workbook that
connection settings are stored, the dialog box is

displayed.
File Control | Save to the file Save the file at regular time intervals.
Copy to the sheet Copy the sheets at regular time intervals. The

copied sheet name will be "Selected sheet name
7|
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 Explanation
(number)".

% File Control ¥

Save File Gopy Sheet
Settings

Source Sheet Name Sheet 1

[1Set copy count: =

Time Interval 15 Minutes ~

Seconds
Iinutes

(@ Repeat Timer

(O Time of Day

Gareel

Support

Language

Select the language you want to be supported.
Supported languages;

- English

- Japanese

- German

The initial value depends on the language setting
of the OS in use. For example, if your supported
OS is in Japanese, Japanese will be selected by
default.

License Information

Display a screen that shows the function license
information of UaMonitor.

F License Configuration ] X
Licenses Owerview
Product License: 1 Trial License: 0 Subscription License: 0
o Mame LicenseType Licenseld Release Key Identifer No
1 OFG-UA Product -
< >

Event Log

Displav the event loa screen for UaMonitor.

) OPC-UA Event Log O X

Event Log
Settines
Auta seroll
Output filters
Filter Type: [ Infermation [ Emor [ Service []Operation [ Security [ StackTrace Save

DateTime Filter Type Messaee
2020412731 09:20:13.724 Information
2020712431 09:20:13724 Information
2020412731 09:20:13.724 Information
2020712431 09:20:13724 Information
2020412731 09:4314.185 Information

GetEndpoints maming: It has been akready added. Endpointlri=ope dop://PCN
GetEndpoints maming: Seourity Level and SecurityMode do not match it. Seot
GetEndpoints maming: SecurityLevel and SecurityMode do not match it. Seow
GetEndpoints maming: It has been already added. EndpointUrl=opoop://PCH
the auto-copy sstting has been completed. source shest=Shest I, interval=1,

2020/12/31 09:4318670 Information the auto-copy setting has been completed. source sheet=Shest |, interval=1, +
: 5
Clear
Output file path
Delete on start

About Addin

Display the UA Monitor Version and the OPC UA Stack
Version.

PUE
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2.1.3. Supported languages
The languages supported by UA Monitor are: The default language is Japanese if the Windows

0OS is Japanese. Otherwise, English will be selected.

Table 2 Supported languages

Supported Languages ' Notation on UA Monitor
Japanese Japanese

English English

German German

2.1.4. Microsoft Office version running UA Monitor
The Office versions that UA Monitor runs on are below.
UA Monitor recommends the office version that Microsoft supports.

Table 3 Suiiorted Microsoft Office version for UA Monitor

Office 2016
Office 2019

Office 2021
Office 365 ProPlus

X Please contact us if you are using Office 2013 or earlier.

2.2.Communication specifications

2.2.1. OPC UA Service
Table 5 shows the supported OPC UA services for UA Monitor. The OPC UA Service Name column
matches the service name defined in OPC UA.

Table 4 OPC UA service
OPC UA Service ‘ Explanation

Name
Discovery FindServers a service to get the URL list of UA server. 1.0
GetEndpoints a service to get the connection information | 1.0

provided by the UA server.
SecureChannel | CreateSecureChannel | a service for establishing a communication | 1.0

channel.
CloseSecureChannel a service for disconnecting the | 1.0
communication channel.
Session CreateSession a service for creating a session after | 1.0
establishing a communication channel.
ActivateSession an API for activating the created session. | 1.0

You may need a "username / password" and
"certificate " to activate the session.

CloseSession A service that closes a session. 1.0
View Browse A service for browsing the address space in | 1.0
the UA server.
BrowseNext a service to get the rest of the information | 2.0
when you can not get all by Browse.
RegisterNodes a service for registering frequently used | 2.0
nodes in the UA server.
UnregisterNodes a service for unregistering the registered | 2.0
node from the UA server.
Attribute Read a I'service that reads node attributes and | 1.0
values.
History Read a service that reads attributes and history | 3.0
values from nodes.
Write a service that writes values to node | 2.0

attributes and values.

PUF | .
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OPC UA Service Explanation

Name
Subscription CreateSubscription an API that creates a subscription that | 1.0
notifies clients when there is a change in
value within the UA server.

ModifySubscription a service that changes subscription | 1.0
settings.
SetPublishingMode a service that changes the notification mode | 1.0
of a subscription.
Publish a service that requests notification of value | 1.0
changes.
DeleteSubscriptions a service that deletes a subscription. 1.0
Monitoredltem CreateMonitoreditems | a service that creates an item that monitors | 1.0

whether the value changes in the UA server
or a monitoring item for receiving events.

SetMonitoringMode a service that changes the monitoring mode | 1.0
of monitored items.
DeleteMonitoredltems | a service that deletes monitored items. 1.0
Method Call a service that calls functions (methods) on | 2.0

the UA server from the UA client.

2.2.2. Data Type
Table 6 shows the OPC UA data types supported by UA Monitor.

Table 5 Supported Data types
Type Explanation

Nodeld an identifier that uniquely identifies a node within the UA server. It has the
following structure.

Nodeld Structure

namespacelndex Uintl6 An index that identifies the
namespace.

identifierType Enum The format and data type of the
identifier. There are the following
types.
* NUMERIC =0
+- STRING =1
- GUID =2
+ OPAQUE =3

identifier * Node identifier.

UA  Monitor handles Nodeld in the  format of "
ns=[namespacelndex];[identifierType]=[value]". For example, it is
displayed as follows.

<Nodeld value>

For NUMERIC, ns=2;i=19

For STRING, ns=2;s=default:Data.Static.Scalar.Int16Value
For GUID, ns=5;,g=8e07978e-59d5-f1a4-6776-905a2ab3078b

"ns" is an abbreviation for namespace. "i" is an abbreviation for the number
int. "s" is an abbreviation for the string identifier. "g" is an abbreviation for
the GUID identifier.

ExpandedNodeld An identifier that uniquely identifies a node within the UA server. Unlike
Nodeld, ExpandedNodeld can specify NamespaceURI instead of

Namespacelndex.

UA Monitor handles ExpandedNodeld in the format of
ns=[namespaceURI];[identifierType]=[value]".

QualifiedName A character structure that combines a namespace and a string. It has the
following structure.

PUE | 0]
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' Explanation
name type Explanation
QualifiedName Structure
namespacelndex Uintl6 An index that identifies the
namespace.
name String The text part of the QualifiedName.
The maximum string length is 512
characters.
UA Monitor handles QualifiedName in the format of "

namespacelndex:name". For example, it is displayed as follows.

< QualifiedName value>
3MEF

LocalizedText

A structure that combines a locale identifier and a string. It has the following
structure.
name

type Explanation

Structure

LocalizedText
text String

A localized String.

locale Localeld Locale identifier (such as "en-US")

Boolean Either TRUE or FALSE.

Byte The Value Range : 0 ~255

ByteString The value converted to a byte array.

DateTime A value that represents the moment expressed as a date or time.

Double A value that conforms to the IEEE 754-1985 double precision data type
definition.

Float A value that conforms to the IEEE 754-1985 single precision data type
definition.

Guid A value that is a 128- bit globally unique identifier.

SByte A value that is a signed integer between -128 and 127.

Image The value of ByteString that represents the image.

ImageBMP A ByteString value that represents an image in BMP format.

ImageGIF The value of ByteString that represents the image in GIF format.

ImageJPG A ByteString value that represents a JPEG format image.

ImagePNG The value of ByteString that represents the image in PNG format.

Integer A value of a numeric abstract data type.
UA Monitor treat it as optimal numeric types (SByte, Int16, Int32, Int64) by
the value.

Ulnteger A value of a numeric abstract data type. UA Monitor treat it as optimal
numeric types (Byte, UInt16, Uint32, UInt64) by the value.

Int16 A signed integer value in the range -32,768 to 32,767.

Int32 A signed integer value in the range -2,147,483,648 to 2,147,483,647.

Int64 A signed integer value in the range -9,223,372,036,854,775,808 to
9,223,372,036,854,775,807.

Number A value of a numeric abstract data type.
UA Monitor treat it as optimal numeric types (Byte, SByte, Int16, Int32,
Int64, UInt16, Uint32, UInt64, The Double, Float) by the value.

Uint16 An unsigned integer value in the range 0 to 65,535.

Uint32 An unsigned integer value in the range 0 to 4,294,967,295.

UlInt64 An unsigned integer value in the range 0 to 18,446,744,073,709,551,615.

UtcTime A UTC (Coordinated Universal Time) value that represents the moment
expressed as a date or time. UA Monitor treats it as DataTime.

XmlElement The value expressed in XML. If there is an error in the interpretation, the
value will be empty. The details of the error are output to the event log.

String UTF-8 encoded string value.

Variant A generic value that can store values of all types shown above.

Nodeld Array An array value of Nodeld type.

ExpandedNodeld Array An array value of ExpandedNodeld type.

QualifiedName Array

An array value of QualifiedName type.

LocalizedText Array

An array value of LocalizedText type.

Boolean Array

An array value of Boolean type.

PUE
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Type ' Explanation

Byte Array An array value of Byte type.
DateTime Array An array value of DateTime type.
Double Array An array value of Double type.
Float Array An array value of Folat type.
Guid Array An array value of Guid type.
SByte Array An array value of SByte type.
Integer Array An array value of Integer type.
Ulnteger Array An array value of Ulnteger type.
Int16 Array An array value of Int16 type.
Int32 Array An array value of Int32 type.
Int64 Array An array value of Int64 type.
Number Array An array value of Number type.
UInt16 Array An array value of UInt16 type.
UInt32 Array An array value of UInt32 type.
UInt64 Array An array value of UInt64 type.
UtcTime Array An array value of UtcTime type.
XmlElement Array An array value of XmlElement type.
String Array An array value of String type.
Variant Array An array value of Variant type.

PUE
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2.2.3. Security mode
Table 7 shows the security modes supported by UA Monitor.

Table 6 Supported security modes
Item name " Explanation

None Communicate without security.
Sign Communicate with signed data.
SignAndEncrypt Communicate with encrypted and signed data.

2.2.4. Security policy
Table 8 shows the security policies supported by UA Monitor.

Table 7 Supported security policies
Item name Remarks

Basic128Rsa15 The policy that we do not recommend
using it due to encryption strength
issues.

Basic256

Basic256Sha256

Aes128 Sha256 RsaOaep

Aes256_Sha256_RsaPss

2.2.5. User authentication method
Table 9 shows the user authentication methods supported by UA Monitor.

Table 8 Supported user authentication methods
Item name Explanation

Anonymous Activate the session as an anonymous user.

UserName Activate the session using user information (username and password).
User information that is not allowed will be rejected by the UA server.

Certificate Enable the session using the user information of Certificate (PFX
format). User information that is not allowed will be rejected by the UA
server.

2.3.Restrictions
Table 10 shows the restrictions for UA Monitor.

Table 9 Restrictions
Please install Microsoft Excel. | UA Monitor is an add-on for Microsoft Excel. Therefore, Microsoft
Excel must be installed before installing UA Monitor.
Please install the dependent | UA Monitor uses the components shown below. Therefore, these
libraries. components must be installed in advance.

-Microsoft .NET Framework 4.7.2
-Microsoft Visual Studio 2010 Tools for Office Runtime

If the PC to be installed is connected to the Internet, these
components can be automatically downloaded and installed. If
you do not have an internet connection, download the component
from Microsoft 's site and install it manually.

Please do not include | UA Monitor has the function to generate digital certificates. The
Japanese in your PC name. host name of the digital certificate to be generated will be the
name of your PC, but if you include Japanese for your PC name,
you will not be able to generate the digital certificate. Therefore,
please do not use Japanese for the PC name. If you include
Japanese, please change the PC name to alphanumeric
characters.

i 13
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UA Monitor is suitable for | UA Monitor not only provides the ability to read and write the
creating reports and forms. address space of the server, but also provides many OPC UA
services, so UA Monitor is suitable for debugging of server,
reporting, and making forms.

Therefore, UA Monitor is expected to be used for report
generation. For long-term monitoring, we recommend using a PC
with a lot of resources.

14|
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3. Connection procedure

3.1.System configuration

UA Server
UA Monitor g
D J Registered EndPoint URL
e
~
—
-
Discovery Server
Tool Software
OPC Foundation UA Server UA Sample Server 1.4.357.28
OPC Foundation Discovery Server Local Discovery Server | 1.03.400
Puerto Co., Ltd. UA Monitor UA Monitor 3.0.X

3.2.Operating procedure

3.2.1. Directly specified connection procedure

This section describes the procedure for connecting to the UA server from the OPC UA client UA Monitor.
This procedure requires you to know the endpoint URL of the UA server in advance.

Figure 4 shows the connection sequence.

PUF o
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sd Connect /
UA Monitor UA Server
Usler
| | |
| | |
| | |
| | |
| | |
} Input the UA Server's URL() . |
l |
|
GetEndpoints Request() !
. GetEndpoints Response()
| |
| |
Select the connection behavior.() | !
|
|
OpenSecureChannel Request() o !
| _______OpenSecureChannel Response()_________|
|
CreateSession Request() ..,L
. _________CreateSessionResponse() __________|
|
ActiveSession Request() - |
- _________ActveSessionResponse() ___________|
i H i
Figure 4 Directly specified connection sequence
The details of the operation procedure are described below.
1 Start EXCEL
2 Click the "Connect" button on Bookl - Excel
the " OPC UA " tab. File Home Insert Page Layout Formulas Data Review View Developer Help
] Connection ~| | [ UA Server Control [ subscription Control | [£] My Certificate
3.5 Disconnect = Connection Count 0 [] Address Space Control [] Read Control T3 Trusted Issuer Certifii
[J Menitoreditem Control [ Trigger Contrl = Trusted Peer Certifici
Server [ View
3 Click the "Yes" button.

UaMonitor

Do you want to connect by entering the URL of the Server
Manually?

LALLE () vl

PUE |
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4 Enter the endpoint URL for the
UA server. ¥ UA Server URL %

X you can specify IP address for [PC | A Server URL : | HEER
name |.

Cancel

Click the " OK " button.
When connecting via TCP, specify in the format of " opc.tcp : // [PC name ]:
[ port number ]/ [ server name | ".

When connecting via HTTP, specify in the format of " http: // [PC name ]:
[ port number ]/ [ server name ] ".

When connecting via HTTPS, specify in the format of " https: // [PC name ]:
[ port number ]/ [ server name | ".

5 Set the connection method.

¥ Server Configuration *
Protocol : opc.tcp
Security Mode : None Protocol: opctop [pon13003:61210] o
Security Policy : None Security Maode: Mone o~
Message Encoding : Binary Security Policy: Mo >
Userldentity Type : Anonymous :

Meszage Encoding: Binary e

Jzerldentity Tvpe: Ahory mous w

zerldentity:

Cancel

6 Confirm the endpoint URL is

added fo the connection

File Home Insert Page Layout Formulas Data Review View Developer Help OPC UA N

¥ Connect ) Connection [opctep//pent.. #| | [] UA Server Contral [ Subscription Control | [£2] My Certificate
% Disconnect < Connection C  ppc.tep://pen18003:51210/UA/SampleServer ol [] Read Control Q)Trusted Issuer Certificates
[ Monitoreditem Centrel [] Trigger Control = Trusted Peer Certificates

Server ~ View Cert|

3.2.2. Connection procedure via Discovery server

This section describes the procedure for connecting to the UA server from the OPC UA client UA Monitor.
This procedure is useful if you do not know the endpoint URL of the UA server in advance.

The connection sequence is shown in Figure 5.

Figure 5 Connection sequence via Discovery server

i 17|
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sd Connect /
UA Monitor Discovery Servel UA Server
Usler
I I I I
I I I I
| | | |
| | | |
| | | |
' > : :
FindServers Request() ! |
I
| findServers Response() __ i
n |
| |
Select the UA Server's URL() - | |
I
I
GetEndpoints Request() !
|
|
< GetEndpoints Response()
_______________________ esPonsey
T : ]
I I I
| | |
Select the connection behavior.() | ! !
| |
! |
OpenSecureChannel Request() > I
|
I
I OpenSecureChannel Response() |
| .
! :
CreateSession Request() ..,L
|
. CreateSession Response()____________|
|
| T
I I
I I
ActiveSession Request() - I
| ik
|
e ActiveSession BESPPDE‘%Q _____________
T T | T
I I I I
The details of the operation procedure are described below.
1 Start EXCEL.
2 Click the "Connect" button on Book - Ecel
the " OPC UA " tab File Home Insert Page Layout Formulas Data Review View Developer Help
¥ Connect [ Connection ~| | [ uA Server Contral [ subscription Control | [£] My Certificate
S = Connection Count 0 [ Address Space Control  [] Read Contral T}y Trusted Issuer Certifi{
[J Menitoreditem Control [] Trigger Control = Trusted Peer Certificd
Server ~ View
3 Click the "No" button.
UaMonitor >

Do you want to connect by entering the URL of the Server
hanually?

WA N Frvll
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4 Select UA server. Y, UA Servers bt

Click the " OK " button. DiscoveryServer URL: |o|:uc:.tu:p:;";"pcn18003:5121DIUHDiscovery | | Findservers I

Mame T LIRI

U& Sample &

Cancel

5 Set the connection method.

¥ Server Configuration et
Protocol : opc.tcp
Security Mode : None Protocaol: opctep [ponl1800351210] “
Security Policy : None Security Mode: More W
Message Encoding : Binary Sy Felfes Mone -
Userldentity Type : Anonymous -

Meszage Encoding: Binary e

|Jzerldentity Tvpe: Ahory mous w

zerldentity:

Gancel

6 Confim the endpoint URL is T

added to the Connecnon- File Home Insert Page Layout Formulas Data Review View Developer Help OPC UA
¥ Connect () Connection |opc.tepifipen... H UA Server Control Subscription Contral | [] My Certificate
$,\'\§ Disconnect < Connection C opc.tep:// pen18003:51210/UA/SampleServer ol Read Control Q]Trusted |ssuer Certifice
[ Monitoreditem Control Trigger Control = Trusted Peer Certificat
Sernver ] Wiew |

PUE | 191
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4. READ (value reading) procedure

4.1.System configuration

UA Monitor UA Server
e
Tool software
OPC Foundation UA Server UA Sample Server 1.4.357.28
Puerto Co., Ltd. UA Monitor UA Monitor 3.0.X

4.2.0perating procedure

4.2.1. READ by EXCEL cooperation

UA Monitor can read node values on the UA server, and set reflect destination of node values to the
EXCEL cell or shape (figure). After reflecting the value in the cell or shape, you can use the functions and
graphs that are the original functions of EXCEL.

Figure 6 shows the sequence of reading node values.

sd Read /

EXCEL UA Monitor

| |
| |
' I
?f—_l Detect execution trigger() !
|

|

|

|

|

|

|
|
|
|
|
|
|
|
:
I Read Request()
i
|
|
|
|
|
|
|
|
|

- ________ReadResponse() _________

Update the Node values()

L/
|
|
|
|
|
|
|

Figure 6 READ sequence working with EXCEL

The details of the operation procedure are described below. The connection procedure is omitted here.
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T | Check
Control".

"Address Space

Bookl - Excel £ Search

File Home Page Layout  Formulas  Data

¥ Connect

$§ Disconnect | = Connection Count 1

Insert View

Review

Developer
[C) Connection  opcitcpi//pent.. v Subscription Contral

Read Control

Trigger Contrel

Server [ View

Help OPCUA  Monitor Control

[E] My Certificate i Rejected Certificates
T3 Trusted Issuer Certificates || Receive a certificate w
= Trusted Peer Certificates Automatically accept

Certificate Management

2 Select any node on the

i= OPC UA Address Space

Click the "OK" button.

"Nodes" tab (left display
area)_ Ud Server: opc top/ A pen 180035121008 /SampleServer
. " . " Mades  Search Modes  ReeisterdModes Attrit
Click the "Node Monitor... S
| allers ~ Nan,
button. = Data o
B Gonditions Nod:
B~ Dynamic Bro
b AnalogArray Dic
AnalogScalar D I:.
Array Wfst
Scalar Us:e:
- I Booleanalue all
-0 ByteStringValue Date
- BwteValue \.-'aI:
[~ CwcleComplete 4
[+~ = DateTime\alue Hrcr;
Uzel
T ve Mini
[+~ I ExpandedModeld\Value Hist
[~ FloatWalue
[+~ % GenerateValues
M P Cidiahe v <
Image\iew ... Trigger Set..
pe informations. =1
3 Click "Read".
€) How node menitering x

() Subscription

release a notification of the chanee in walue.

If there iz a change in the value of the monitored node, the U& server will

(@) Read

Feadz the current walue of the node syhchronously or azynchronouszly .

Uzerficcezzlevel of the node.

Feadz node history data svnchronously or asynchronously If it does not
become valid, please check that “History™ iz included in the

Cancel

PUE |
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Click the " OK " button.

4 MNew NodeReader

General Trigger Condition  Advanced
Mame : ModeReader(1)
Read Maode : Enable -
Fead Method Synchronous Read ~

Gonce
5 Select the range on EXCEL | | + create Monitoreditem X
where you want to reflect the
nOde Value' Mame : |D0ub|e\-‘a|ue |
Click the "Select" button in Sheet Setting
the "Sheet Settings" group. Update to morkseet - [Sheet II5ASTHAS 1 I seeet |
Click the " OK " button. e
[Fill by Fowe | Chanee.
[] Dizplay a time stamp in the left column.
Feplace time value with local clock time.
Subscription options
Sampling intervallms) 1000 =
Queue size : 12
Shape Setting
[ Update to shape :
R
Replace time value with local clock time.

is
in the specified

6 Confirm that the value
reflected
range.

= —
Fle  Home Inset  Pagelayout Formuas Data  Review View Developer Help  OPCUA  Monitor Control
¥ Connect opctcpy/ipent... v UA Server Controf Subscription Control | [£] My Certificate 1t Rejected Certificates
© Disconnect Count 1 ! Address Space Control || Read Control T8 Tusted Issuer Certificates | Receive
Monitoredit Trigger Control = Trusted Peer Certficates | Automat
2 [ Certficate Management B
AutoSave @ g N
A £
A B c D E F G H J K L N
1 4.02E+20|
2 -5.11E-27|
3 -3.29E-25
4 1.63E-21|
5 5.73E+25
6 4.76E+23|
7 -2.24E+30
8 -3.89E-04)
9 3.56E-15|
10 -5.43E+19|
1 5.28E+05|

12
13

4.2.2. READ by dedicated GUI

UA Monitor can browse the UA server's address space (information model) by dedicated GUI.
by selecting a node on the server, you can read the value of the node and other informations.

PUE |
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Figure 7 shows the sequence of reading node value.

sd Read /

Select the Node()

UA Monitor

S

Read Request()

UaMonitor User’s Guide

UA Server

Read Response()

i Update the Node values()

y

Figure 7

READ sequence using a dedicated GUI

The details of the operation procedure are described below. The connection procedure is omitted here.

1 n
Check “Address  Space = .
Control"l File Home  Insert  Page layout  Formulas  Data View  Developer Help OPCUA  Monitor Control
* Connect () Connection |opctep//peni.. ~ UA Server Control Subscription Control | [£] My Certificate T Rejected Certificates
€35 Disconnect | = Connection Count |1 Read Control U Trusted Issuer Certificates || Receive a certificate w
O e e e Trigger Control = Trusted Peer Certificates Automatically accept
Server 5] Certificate Management
2 Select any node on the i= OPC UA Address Space
"Nodes" tab (left display
area). L& Server: opc e pen 1800351210708 fSampleServer
Modes  Search Modes  ReeisterdModes Attrit
[ 21 Bailers - Marr
-1 Data
-7 Gonditions EESI
H I
B~ Dynamic Eirc
: finalog frray Dis
fnalogscalar Desl.:
]
-2 Array )
i W it
-4 Scalar Us:a:
[+t Booleanalue Vall
[ ByteStringValue Diatz
I ByteWalue ‘u’ali
[~ CyeleComplete frra
[ DateTimeValue fos
]
' Lze
b~ Mini
[ It ExpandedModeldvalue Hist
[+ FloatWalue
[+ GenerateWalues
e B Cridbiahie YIED
Node Monitor... Imaee\fiew.. Trieger Set..
[] Browse the node type informations. =1

PUE |
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3 Confirm that the node value
is  displayed on the
"Attributes" tab (right display Attributes | References
area). ] :
Mame “alue Value Tvpe Timestamp
All displayed items are called Nodzd ne=2i=1064 Nodzld i
de attributes MWodeClazs Wariable Int32 -
no O . o BrowzeMame 2:Doubletalue QualifiedMame -
In these attr’bUteS; Value” is DizplayName Doublealue Llocalized Text -
the node value. Description Hull Hull -
Wik iteMask 0 {Mone) UInta2 -
W L [1 (ol IIHQQ —
r Walue 19350380200832 Double 0172152021 10:25:31.454 I
DataType =11 1 Double) Modeld -
WalueRark Scalar ht32 -
BrrayDimensions Mull Hull -
Bocezzlevel Feadable Bute -
User Accesslevel Feadable Byte -
MinimumSamplinglhterval Continuous Double -
Hiztorizing Falze Boolean -
b £
Edit... Copy
Replace time stampz with local clock time.
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4.3. Setting screen specifications
This section describes the specifications of the setting screen shown in Figure 8.

4 Mew NodeReader *

General  Trigeer Condition  Advanced

Name : ModeReader( 1)
Read Mode : Enable hd
Read Method : Synchronous Read ~

Figure 8 Node reader setting screen

"General" tab
This section describes the specifications of the "General" tab screen.

4 Mew ModeReader b e

General Trigger Condition  Advanced

Mame : ModeReader( 1)
Fead Mode : Enable e
Read Methaod : Svhchranous Fead L

Figure 9 General tab

Table 11 shows the item descriptions on the "General" tab screen.

Table 10  Screen item list

Item name Explanation
Name The name of the node reader.
Read Mode Select Enable or disabled.
Read Method the reading process method.
Select Synchronous Read or Asynchronous Read.

"Trigger" tab
This section describes the specifications of the " Trigger " tab screen. On this tab, you can set the execution
timing (fixed cycle, event) of READ processing.

PUE |
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4 Mew ModeReader >
fdvanced
(@) Repeat Timer Interval: 1000 & Millizeconds
() Time of Day
() Gell change

Figure 10 "Trigger" tab

Table 12 shows the item description of the “Trigger” tab screen.

Table 11  Screen item list

Item name Explanation
Repeat Timer Set the execution cycle of the node reader.
# New NodeReader e
EOondition Advanced

@ Repeat Timer Interval: 10002 Millizeconds

() Time of Day

(O Gell chanee

el

The time units are:
- Milliseconds

- Seconds
« Minutes

* Hours
Time of Day Set the execution time and day of the week for the node reader.

PUE | 2|
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# MNew ModeReader *

General Trigger  Condition Advanced

(O Repeat Timer
(®) Time of Day Year: Hour:
(O Cell change Manth: Minute: I:I

[ Sun. [JMon. []Tue. []Wed. []Thurs. []Fri. []Sta.

An asterisk (*) means a wildcard. For example, in the case of the setting shown
above, it is executed every year, every month, every day, every hour at 0
minutes and 0 seconds.

Cell change Execute the node reader when the cell value of EXCEL changes.

4 New NodeReader X

General Trieeer  Condition Advanced

(O) Repeat Timer
() Time of Day
(® Cell change

"Condition" tab

This section describes the specifications of the "Condition" tab screen. Execution conditions can be added
to the "Conditions" tab when it is time to execute the trigger settings. If there is no condition, READ
processing is executed every time the trigger setting is executed.
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4 Mew ModeReader x
General Trigger Condition  Advanced
i® To match all conditions () To match any conditions
CIn Source Tvpe Source Cperator
fdd... Edit... Delete
Conce

Figure 11

"Condition" tab

Table 13 shows the item descriptions on the "Condition" tab screen.

Table 12  Screen item list
Item name Explanation
To match all | READ processing is executed only when all the set conditions are matched.
conditions
To match any | READ processing is executed when even one of the set conditions is
conditions matched.
Add... When clicked, the screen for adding a condition is displayed.
Edit... It is valid when you select a condition that has already been registered. Click
to display the screen for editing the conditions.
Delete Itis valid when you select a condition that has already been registered. Click
to delete the condition.

"Advanced" tab
This section describes the specifications of the "Advanced" tab screen.

PUE

4 MNew ModeReader

Motify Excel
[] Matity when processed

Address :

Wilkite value

Svnchronize Data pdates

aelect

Cancel

Figure 12 "Advanced" tab
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Table 14 shows the item descriptions on the " Advanced" tab screen.

item name
Notify Excel

Table 13  Screen item list
Explanation

Set the value specified in the "write value" (the numeric, string either possible)

to the EXCEL cell specified in the "Address" after executing the process.

For example, if you want to set “Finish!” on the A1 cell of Sheet1 after executing

the READ processing, you need to set as follows.

4 MNew MNodeReader *
General Trigeer Condition  Advanced

Motify Excel
Motify when processed

Address : [She=tlAl | Select

Wite value : | Finigh! |

Swnchronize Data Updates

The value is set in the specified cell as shown in the figure below
execution.

Bookl - Excel 2 Search

File Home Insert Page Layout Formulas Data Review View Developer Help OPC UA

#* Connect [_] Connection  opctcpi/fpenl.. |~ UA Server Control Subscription Cantrol | [£3] My Certificate
$:§ Disconnect < Connection Count 1 ~| Address Space Control Read Control Q]Trusted Issuer Certific

Manitaredltem Control Trigger Contral = Trusted Peer Certifica

Server F] View

AutoSave (@ of) B i =

Al &2 = Finish!
A B 53 D E F G H J
1 [Finish!
o —
3
o
=
-

after

Synchronize
Updates

Data

It is enabled when you read a plurality of node value. If you read a plurality
of node value every each row, the read node value is aligned with the same

line.

For example, if READ @ is set as the read target first and then the read
target is added to READ @), the reflection positions of the values will not

match.

PUE |
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Reflection  position
does not match

At that time, when the function is executed, the values will be reflected in a
horizontal row as shown in the figure below.

A A B c D 3 F G H
1 #4LZ%v7 |[READD |READD

2 12550 107]  esooa

3 12558 17| 8s0a78

: 1300.3 123] 850

5 13005 175 as1003

B 13:00.6 127] 851018

T 13125 LB 8510G4

8 1313 2 sy

4 13147 25 esusT

1 13:15.8 B IEEEE

1 13:16.9 72| es0ea

[H | 13:15:0 55| 851098

13 13141 W

L= 137302 113

15 13213 128

16 13224 140

I7 13:235 154

18 16:323 173 853427

] 16346 2 =

2 ~. Reflection position is in a
= horizontal row
a
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5. HISTORY READ procedure

5.1.System configuration

UA Monitor UA Server
L J
Tool software
OPC Foundation UA Server Historical Access | 1.4.357.28
Server
Puerto Co., Ltd. UA Monitor UA Monitor 3.0.X

5.2.0perating procedure
5.2.1. READ by EXCEL cooperation
UA Monitor can read historical node values on the UA Server, and set reflect destination of historical

node values to the EXCEL cell or shape (figure). After reflecting the value in the cell or shape, you can use
the functions and graphs that are the original functions of EXCEL.

Figure 13 shows the sequence of reading historical node values.
sd History Read/

EXCEL UA Monitor

|
|
P Detect execution trigger() !
|
|
|
|
|
|

|
|
|
|
|
|
|
|
I HistoryRead Request()
|
|
|
|
|
|
|
|
|
|
|
|

] HistoryRead Response() _______

Update the Node values()

L
|
|
|
|
|
|
|

Figure 13 HISTORY READ sequence working with EXCEL

The details of the operation procedure are described below.
The details of the operation procedure are described below. The connection procedure is omitted here.
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T | Check
Control".

"Address Space

Bookl - Excel £ Search -

File Home Insert Page Layout Formulas Data Review  View  Developer  Help OPCUA  Monitor Control
¥ Connect [C) Connection  opcitep://pent... v UA Server Control Subscription Contral | [E2] My Certificate T Rejected Certificates

§ Disconnect = Connection Count 1 5 Trusted Issuer Certificates || Receive a certificate w

Address Space Control Read Control

Trigger Control = Trusted Peer Certificates Autornatically accept

Server [ View Certificate Management

2 Select any node on the

"Nodes" tab (left display | r—_ - — "~ _
area). - =
Ua H=ti— | opcicp//puerto—dev— 462550/ Cuickstarts/Historical fccessServer
Click the "Node Monitor..." JoE—B -phE BEER) K B~
button. 55 Frchive pa
EI"_I Dynamic
H-- i Boolean :E::gw
e Elyt ErowszeM
DizplayM
— Dezcripti
WiteMas
& Int 1B Uzerifite
= Inta2 Value
:_ Isnéﬁi DataType
© Stine Valuefiar
Arraw Dir
:: ﬂ?:;g Accessle
Uszer Acce
- Uit Minirmum:
- Sample Historizir
[l £ Berver
£
A= FOESTR.. A A= - U —E%7E... =
71— FENEER# S02 42 FARALT
3 Click "History Read".
) How node monitoring >

Click the " OK " button.

(") Subscription

It there iz a change in the walue of the monitored node, the UA server will
release a notification of the chanee in value.

() Read

Reads the current value of the node synchronously or asynchronous ly.

|@® HiztoryRead |

Reads node history data synchronously or asvhchronously I it does not
become valid pleaze check that “History™ iz included in the
Uzerdccesslevel of the node.

4 CIle the "OK" button # New HistoricalNodeReader X
General Read Parameter Trigeer Condition Advanced
Mame HistoricalNodeReader( 1)
Read Mode : Enable 3
Fead Methad Synchronous Read ~
][ cone
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5 Select the range on EXCEL || + create Monitoreditem X
where you want to reflect the
node value. Name:: [We |
Click the "Select" button in Sheet Setting
the "Sheet Settings" group. Update to worksest - [Sheet 5F$10 |
Click the " OK " button. Fan
[Fill by Galumn || chanee.. |
[] Display a time =tamp in the left column.
Replace time value with local clock time.
Subscription options
Sampling intervallms): 1o =
Queue zize : =
Shape Setting
[] Update to shape
Fiaw
Replace time value with local clock time.
6 Confirm that the value is A B € D E F & H ! K
reflected in the specified | -
range. 3 20
4 40
5 50
6 60
7 70|
8 80|
9 90|
10 10,
11 20,
12
13
14

5.3.Setting screen specifications

This section describes the specifications of the setting screen shown in Figure 14.
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# Mew HistoricalModeReader >

General Fead Parameter Trigeer Condition  Adwanced

Marme : HiztoricalModeReaderd 1)
Fead Mode : Enable b
Fead Method : Swnchronous Fead e

Figure 14 Historical Node reader setting screen

"General" tab
This section describes the specifications of the "General" tab screen.

¥ Mew HistoricalModeReader >

General Fead Parameter  Trigeer Condition  Adwanced

Mame : HiztoricalModeReader( 1)
Fead Mode : Enable W
Fead Method Svnchronous Read e

Figure 15 "General" tab
Table 15 shows the item descriptions on the "General" tab screen.

Table 14 Screen item list

Item name Explanation

Name The name of the node reader.
Read Mode Select Enable or disabled.
Read Method the reading process method.
Select Synchronous Read or Asynchronous Read.

"Read Parameter” tab
This section describes the specifications of the "Reading Parameter" tab screen. At this tab, You

can specify the input parameters to use when executiing the HISTORY READ processing.
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There are five patterns for this parameter, Fig. 16, Fig. 17, Fig. 18, Fig. 19, and Fig. 20, but
they cannot be used together.

The parameters shown in Figure 16 use the start and end times as parameters for history reading.
¥ Mew HistoricalModeReader x

ETrigger Condition  Advanced

(® Pead data at time interval  Start Time: 2021-01-03 00:00:00 [E= |0

(O Read data at time End Time: |2021-01-03 140450 [~ |0
Max Values Returned: |0 =
[] RFeturn bounds value.

[] Us=e execution time

4k

4k

() Read processed data

[]5et input value from cell.

Gonce

Figure 16 "Read Parameter@®" tab

For the parameters shown in Fig. 17, the execution time of history reading is used as the start time, and
the end time of the time retroactive from that execution time is used as the history reading parameter.

# Mew HistoricalModeReader pe

General Pead Parameter  Trigger Condition  Adwanced

(®) Read data at time interval  End Time: |Exeu:uti-:un time (End time]l...| Usze execution time

() Read data at time Time intervalims): Goo0ao S
Max Values Returned: |0
[] Return bounds value.

.
-

() Read processed data

[] =et input walue from cell.

Figure 17 "Read ParameterQ@" tab

The parameters shown in Figure 18 use a specific time as a parameter for reading history. If there is no
data at the time you specify in UA history server, an error may be returned.
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# Mew HistoricalModeReader >

General Pead Parameter  Trigeer Condition  Adwanced

() Read data at time interval Request Time: |2E|21—[|1—[|3 140460 [E= | 1 =
(@ Read data at time [] Use simple bounds

() Read processed data

Figure 18 "Read Parameter®" tab

The parameters shown in Figure 19 use the start and end times as parameters for reading history. Then,
specify the processing interval, and specify the aggregation method at the "Average " part.

¥ Mew HistoricalModeReader e

General Pead Parameter  Trigeer Condition  Adwanced

() Fead data at time interval  Start Time: |2I]21—I]1-EIS ooo00  [E- | o =1 [] Use execution time
() Read data at time End Time: 2021-01-0% 140450 [F= |0 =
@ Read processed data Processing Intervallme): |GO0000 =

fverage “

[]5et input value from cell.

Gonce

Figure 19 "Read Parameter@" tab

For the parameters shown in Fig. 20, the execution time of history reading is used as the start time, and
the end time of the time retroactive from that execution time is used as the history reading parameter. Then,
specify the processing interval, and specify the aggregation method in the "Average" part.
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# Mew HistoricalModeReader >

General Pead Parameter  Trigeer Condition  Adwanced

() Fead data at time interval  End Time: |Exeu:uti-:un time (End time:l...| Usze execution time
() Read data at time Time intervalims}: BO000T -
(@ Read processed data Processing Intervalims): (600000 B

fverage e

[]5et input value from cell.

Figure 20 "Read Parameter®" tab

Table 16 shows the item descriptions on the "Read Parameter" tab screen.

Table 15 Screen item list

Item name Explanation

Read data at time | Start Time The start time of the data you want to read. At the right

interval side of the date and time, you can specify the number of
milliseconds.

End Time The end time of the data you want to read. At the right
side of the date and time, you can specify the number of
milliseconds.

Max Values | Specify the number of results to return to the UA server.

Returned

Return  bounds | Specify whether to return the last value of the

value. previous cycle as the first value at the specified time.

Set input value | Specify the start time and end time with cell values. If

from cell. you check this, you need to specify the cell address
of the input source.

Read data at time Request Time Specify the time of the data you want to get.

Read processed data | Start Time The start time of the data you want to read. At the right
side of the date and time, you can specify the number of
milliseconds.

End Time The end time of the data you want to read. At the right
side of the date and time, you can specify the number of
milliseconds.

Processinig Specify the time interval to aggregate. Do not specify

Interval(ms) a time interval that exceeds the "start time" and "end
time" time intervals.

"Average" drop | Specify the aggregation method.

box

Set input value | Specify the start time and end time with cell values. If

from cell. you check this, you need to specify the cell address
of the input source.

"Trigger" tab
This section describes the specifications of the "Trigger" tab screen. On this tab, you can set the execution
timing (fixed cycle, event) of the HISTORY READ processing.
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# Mew HistoricalModeReader X
General PRead Parameter " Gondition  Advanced
(®) Repeat Timer  Interval: 1002 | Milliseconds ~
() Time of Day
() Cell change
Figure 21 "Trigger" tab
Table 17 shows the item descriptions on the "Trigger" tab screen.
Table 16 Screen item list
Item name Explanation
Repeat Timer Set the execution cycle of the history node reader.
# New HistoricalNodeReader X
General Read Parameter Condition  Adwanced
(®) Repeat Timer Initerval: 1000 1% Millizeconds ~
() Time of Day
() Gell change
Garce
The time units are:
- Milliseconds
- Seconds
* Minutes
* Hours
Time of Day Set the execution time and day of the week for the history node reader.
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# New HistoricalNodeReader

General Read Parameter Trigger Condition  Advanced

() Repeat Timer

(® Time of Day Year: |* | Hor: |* |

() Cell change Month: |* | Minute: |U |
Day: |"‘ | Second: |U |
[OSun. [JMon. []Tue. []Wed []Thurs. []Fri

[] Sta.

Cancel

minutes and 0 seconds.

An asterisk (*) means a wildcard. For example, in the case of the setting shown
above, it is executed every year, every month, every day, every hour at 0

Cell change

Execute the node reader when the cell value of EXCEL changes.

# New HistoricalNodeReader

General Read Parameter Trigeer  Condition  Advanced

() Repeat Timer
() Time of Day
(®) Cell chanee

CGanoel

"Condition" tab

This section describes the specifications of the "Condition" tab screen. On this tab, execution conditions
can be added when it is time to execute the trigger settings. If there are no conditions, the HISTORY READ

processing is executed every time the trigger setting is executed.

4 Mew HistoricalNodeReader ey
General Fead Parameter  Trigeer Oondltu:un Advanced
(® To match all conditions () To match any conditions
On Source Tvpe Source Operatar Yalug Twpe
Add... Edit... Delete
Gonce
Figure 22 "Condition" tab

Table 18 shows the item descriptions on the "Condition" tab screen.
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Table 17 Screen item list

Item name Explanation
To match all | HISTORY READ processing is executed only when all the set conditions are
conditions matched.

To match any | HISTORY READ processing is executed when even one of the set
conditions conditions is matched.

Add... When clicked, the screen for adding a condition is displayed.

Edit... Itis valid when you select a condition that has already been registered. Click
to display the screen for editing the conditions.

Delete Itis valid when you select a condition that has already been registered. Click

to delete the condition.

"Advanced" tab
This section describes the specifications of the "Advanced" tab screen.

# Mew HistoricalNodeReader *
General FRead Parameter Trigeer Gondition | f
Motify Excel
[] Motify when proceszed
Address : Select
Wi ite value
Cancel

Figure 23 "Advanced" tab

Table 19 shows the item descriptions on the "Advanced" tab screen.

Table 18 Screen item list
Item name Explanation
Notify Excel Set the value specified in the "Write value" (the numeric, string either possible)
to the EXCEL cell specified in the "Address" after executing the process.

For example, if you want to set “Finish!” on the A1 cell of Sheet1 after executing
the HISTORY READ processing, you neet to set as follows.

# MNew HistoricalModeReader *

General Read Parameter Trigeer Condition Advanced

Motify Excel
Motify when proceszed
Address : [Sheet 11A1 | [ Select
Write value :  [Finish! |
oK Cancel

The value is set in the specified cell as shown in the figure below after
execution.

40 |
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ﬁConnect UConnect\on opctepy//penl. ~ UA Server Control

$:§ Disconnect < Connection Count 1 ~| Address Space Control

Monitoredltem Control
Server F] View
AutoSave B =
Al o fx || Finish!

A B C D E F

UaMonitor User’s Guide

Baokl - Excel O Search

View Developer Help OPC UA

Subscription Control @ My Certificate

Read Control

Trigger Control

@ Trusted Issuer Certific

= Trusted Peer Certifica

Finish!
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6. Subscription (receive value change notification)
procedure

6.1. System configuration

UA Monitor UA Server
e
OPC Foundation UA Server UA Sample Server 1.4.357.28
Puerto Co., Ltd. UA Monitor UA Monitor 3.0.X

6.2. Operating procedure

6.2.1. Read by EXCEL cooperation

UA Monitor can receive the value change notification on the UA server, and set reflect destination of
node values to the EXCEL cell or shape (figure). After reflecting the value in the cell or shape, you can use
the functions and graphs that are the original functions of EXCEL.

Figure 24 shows the sequence of receiving the value change natification.

. \
[If there is Notification]

sd Subscription /

EXCEL UA Manitor UA Server O O Q
! ! T Publish Object Sampling Node
! ! ! | Object |
i i I | | |
i i i 1 } Sampling() !

I
! ! ! ;
i i i H
] ] | S E
i i i H
] ] | |
] ] | |
: : | !
| ! ! !
! ! | Notification
] ] |
i i i 1
i i | l
- I
i ! Publish Request() ! !
! |
! |
! |
! 1
! |
T
alt | I
N e I
[If there is no NDtIﬂCIBtIOn] Eﬂtl Wait any time() !
]
| !
]
| | ______PublishResponse() ________| i
! 1
! |
! |
1 e
! !
! |
I
]
]
I
]
]
I
]
I
I
]
I
]
!
]
I
]

— I

Figure 24 Subscription(value change notification reception) sequence linked with EXCEL
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The details of the operation procedure are described below. The connection procedure is omitted here.

1 Check
Control".

"Address  Space

Book! - Excel P search

File Home Insert

* Connect () Connection |opctep//peni.. ~
€35 Disconnect | = Connection Count |1

T Rejected Certificates

Pagelayout ~ Formulas  Data  Review  View

Address Space Control

Server 1 View

Developer  Help OPCUA  Monitor Control

Subscription Control | [£] My Certificate

Read Control U Trusted Issuer Certificates || Receive a certificate w

Trigger Control = Trusted Peer Certificates Automatically accept

Certificate Management

2 Select any node on the

"Nodes" tab (left display
area).
Click the "Node Monitor..."
button.

i= OPC UA Address Space

Ud Server: ope top/ A pen 180036121008 SampleServer
Modes  Search Modes  ResisterdModes Aittrit
-2 Boilers ~ Mar
=1 Data
---“_l Conditiohs EESI
-2 Dynamic Bron
Analog Array Dis
[ < AnalogSealar Desl.:
B4 Array it
k-4 Scalar User
[+~ I BooleanValue Vall
[ I ByteStringValue Date
- I~ ByteVWalue Val:
[ CycleComplete brra
B Uze
Mini
[+~ ExpandedModeldValue Hist
[+~ I FloatValue '
[+~ % GenerateWalues

e P (il Y d

ode Monitar. | Imageiew... Trieger Set..
rowse the node Iy'|:ua infarmations. =}

3 Click "Subscription".
Click the " OK " button.

&) How node monitoring >

If there iz a change in the value of the monitored node, the UA zerver will
releaze a notification of the change in walue.

(") Read

Reads the current value of the node synchronously or asynchronously.

(") HistoryRead

Reads node history data synchronously or asynchronously I it does not
become valid, please check that " History™ is included in the
Ugerfccesslevel of the node.

Gl
4 CI|Ck the " OK " button. # MNew Subscription w
Mame : |Subscript\on(l) |
Fublizhing Mode : Enable bl
Publizhing Interval(ms) : 1000 £
Priority : 1 =
| o]% | Cancel
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5 Select the range on EXCEL
where you want to reflect the
node value.

Click the "Select" button in
the "Sheet Settings" group.

Click the " OK " button.

# Create Monitoreditem

Mame : |D0ubIeVa e

Sheet Setting

Update to warksest :

Shape Setting
[ Update to shape :

[Shest 15AS 15A5T1

|Iﬂ Select I

Raw

Lo

[Fill by Galumn

[] Dizplay a time =tamp in the left column.

Replace time value with local clock time.

Subscription options

Sampling interval{me):

Queus size

Faw

o
1

L3

Dizplay a time stamp in the shape.

Feplace time value with local clock time.

Change...

Heleat.

Cancel

6 Confirm that the value is
reflected in the specified
range.

Book! - Excel B Search

File Home Insert Page Layout

Formulas Data Review

View Developer

Help OPC UA Monitor Conti

# Connect [_) Connection  opc.tep://pent... v UA Server Contral Subscription Control | [] My Certificate i Rejected
$§Disconnect = Connection Count 1 | Address Space Control Read Control T8 Trusted lssuer Certificates |~| Receive ¢
Monitoreditem Control || Tiigger Control = Trusted Peer Certificates || Automat
Server F] View Certificate Manage
AutoSave e Q- =
AL - fe || -53330131451507600000
A B © D E F G H | J K L
1 | aaussns
2 | 1L.37E-19
3 | 1.03E+30
4 |-7.9E+12
5 | 2.83E-19
6 | -2.9E+10
7 | 2.44E+23
8 394670
9 | 2692.387
10 | ##a8882
11 |##7#752
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7. Subscription (event reception) procedure

7.1.System configuration

UA Monitor UAServer

[

Tool Software

Company/Organization Figure Name Version
OPC Foundation UA Server Alarm Condition Server | 1.4.357.28
Puerto Co., Ltd. UA Monitor UA Monitor 3.0.X

7.2.0perating procedure
7.2.1. Read by EXCEL cooperation

UA Monitor can receive the event notification on the UA server, and set reflect destination of node values
to the EXCEL cell.

Figure 25 shows the sequence of receiving the event notification.
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sd Subscription J

EXCEL

UA Monitor

Publish Request() -

UaMonitor User’s Guide

O

Publish Object

O

Sampling
Object

Queuing(Notification)

alt
[1f there is no Notification]

Publish Response()

; Wait any time()
C

[If there is Notification]

o Update the Event Information()

Get Notification()

R S

Publish Response(iEAI1E3R)

L‘r]-.

Figure 25 Subscription(event notification reception) sequence linked with EXCEL

The details of the operation procedure are described below. The connection procedure is omitted here.

1 Check
Control".

"Address  Space

Bookl - Excel £ Search

File Review

¥ Connect

£ Disconnect

Home  Insert  Pagelayout  Formulas  Data View

[C) Connection  opcitep://pent... v UA Server Control

= Connection Count 1

Developer

Subscription Control

Address Space Control Read Control

Trigger Control

Server [ View

Help OPC UA Monitor Control
[E] My Certificate T Rejected Certificates

5 Trusted Issuer Certificates || Receive a certificate w

= Trusted Peer Certificates

Automatically accept

Certificate Management

2 Select any node on the
"Nodes" tab (left display
area).

Click the
button.

"Node Monitor..."

i= OPC UA Address Space
LA Server:

Hodes  Search Modes  FeeisterdModes

-3 GetMonitoredltems
Gireen

Mameszpace frray
[H- ¢ Mamespaces
Serverfrray
ServerCapabilities
ServerDiagnostics
Server Redundancy
- I ServerStatus

* Servicelevel
WendorServernfo
“fellow

i W B W]

el
e

Mode Monitor ... Trigeger Set..

[] Browse the node

Imageifiew...

wpe informations.

[] Display this window always in front.

ope tep:/ Apuerto-dey- 462644 Quickstarts/ BlarmConditionServer

Attrib

Marm

Mode
Mode
Erow
Dizp
Desc
Wi ite
Lser
Even
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3 Click "SUbscription"- 0 How node moenitoring b4
Click the " OK " button. —
I 5:2 Subscription I
If there iz a chanee in the value of the monitored node, the UA server will
releaze a notification of the change in walue,
() Read
Reads the current value of the node synchronously or asynchronously.
() Histary Read
Reads node history data synchronously or asynchronously If it does not
become valid, please check that “History™ is included in the
zerfccesslevel of the node.
| o] | Cancel
4 Click the " OK " button.
4 Mew Subscription X
Mame : |Subsc:r\pti0n(l) |
Publishing Mode : Enable i
Publishing Intervalims) : 1000 £
Priority : 1 =
5 Select the range on EXCEL # Create Monitoredltem
where you want to reflect the
node value. Name : |Server
Click the "Select" button in et il —
the "Sheet SettingS" group. Update to workseet : |Sheetl!$ﬂ$]:$ﬂ$ll | I Select I
Click the " OK " button -
' [Fill by Fow || Ghanes..

[ Dizplay & time stamp in the left column.

Replace time value with local clack time.

Subscription options

Sampling interval(ms): 0o &
Clueue size : 1 &
Shape Setting
[] Update to shape :
Faw
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6 Check "BaseEventType".
Click the " OK " button.

4 Select the event type to receive "Server”

— O X

s Server: |opc.tcp:;";"puerto—dev—4:52544;’Quickstart3;’ﬂIarmOonditionServer |

| || BaseEvent Tvpe
Ve Tvpe

[]BazeModeChaneeEvent Type
CGonditionType

[ EventQueusOverflowEvent Tvpe
[CProeressEvent Type
[C&5wstemEvent Type

[ TransitionEvent Type

Cancel

If you want to receive only some events,

check the nested event type.

7 Confirm that the value is
reflected in the specified
range.

dc4981ee0bddd26e64c E\‘EﬂrerE:\:lU.DEU Lacal Tim

Prae | s opety srto-de~ v | [JUAS—J{— 20— (1 4TRm7a ho-
SoumE | < mAm 1 (4 PRI r0-0 O #aiddr 210~
D £87/74 3x00-4 O M- 32M0-0
#-J— 3 =R

Al - £ || ns=2s=1:Metals/SouthMaotor?Silver | Eventld=c6c0beb:

A B c D E F G H
1 [ns=2is=1]Metals/SouthMotor?Silver | Eventid=c6cOoe8088
2 10e87a531434485 Tadeead | EventType=i=2130 | LocalTime=
3 1 7510d9c342a5739dc5826337c6 | EventTy, 052 | LocalTime=
4 FrO: b5897ad3348b1 | EventType=i=2130 | LocalTime=
5 7109574719324 7805475¢9adc 15dde | EventType 52 | LocalTime=
6 if3c10cc 7a2279260131361 | EventType=i=2130 | LocalTime=
7 1831dfb574c991eb0427445daa | EventType=i=2052 | LocalTime=
8 |E 52 773949af5e711c8424a20a | EventType=i=2130 | LocalTime=
9 |Event 731145280075a72e2939e6 | EventType=i=2052 | LocalTime=
10 |ns=2is=1{Colours/EastTank?Red | Eventld=21786a5a921eecabacealadBbe8d 5647 | EventType=i=9764 | LocalTime={540 | True}
11 [ns=2is=1|Metals/WestTank?Bronze

Eventld=0b3435f4c2797e4ab899fc6951IcO13f | EventType=i=10751 | LocalTime={540 | True} | Mes

0 ezLrEng
ERLTUBRGT [ 7ot0-0nSHASERIRET
S ERLTHERE [ BRNCERN TV ISR

IHOEBE

[ J 3 L M
580 | True] | M
=2019/11/19 0

Message=Raising Events | ReceiveTim
Message=Events Raised | ReceiveTime=2013/11/19(
Message=Raising Events | ReceiveTime=2019/11/19(
WMessage=Events Raised | ReceiveTime=2019/11/19 0
Message=Raising Events | ReceiveTime=2019/11/13
WMessage=Events Raised 019/11/19 0
Message=Raising Events | ReceiveTime=2019/11/19 (
2019/11/19 0
Mess:

ReceiveTime=

M Raised | ReceiveT
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8. Subscription (A&C: Acknowledge) procedure

8.1.System configuration

UA Monitor UAServer
Tool Software
Company/Organization Figure Name Name Version
Skkynet Cloud Systems | UA A&C Server DataHub 10.0.0.850
Puerto Co., Ltd. UA Monitor UA Monitor 3.1.X

8.2.0perating procedure

8.2.1. Read by EXCEL cooperation
The UA Monitor can be linked to a UA server that supports A&C functions, receiving AlarmConditionType
events sent by the UA server and executing the associated Acknowledge method from the dedicated GUI

context menu (right-click menu). The Acknowledge method can be executed from the context menu (right-
click menu) of the dedicated GUI.

The sequence of receiving event notifications from the UA server is shown in Figure 26.
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sd Subscription /

% EXCEL
14

UA Monitor

UaMonitor User’s Guide

O

Publish Object

O

Sampling
Object

UA Server

Queuing(Notification)
J

Publish Request()

alt
[If there is no notification information]

Wait any time()

Publish Response()

[If notification information is available]

o Update the Event Information()
a™=

Get Notification()

Publish Response(Notification Info)

Acknowledge()

Call Request()

|

Figure 26 Subscription(event notification reception) sequence linked with EXCEL

The details of the operation procedure are described below. The connection procedure is omitted here.

1 Check "Address Space | j!
Control".

 Connect

Insert  Page Layout

(2] Connection |opc.tep://10.0.0.5:51310/ | - | epbumia i

€35 Disconnect = Connection Count

Book1 - Excel

Monitor Control ) Tell me what you want to do.

Formulas  Data  Review  View  Help

[E] My Certificate T Rejected Certificates
T Trusted Issuer Certificates [] Receive a certificate wi

L1 Control

Read Control

f
1 [ Address Space Control

onitoredtem Contro Trigger Contral = Trusted Peer Certificates [ ] Automatically accept ¢

Server 1 View Certificate Management.
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2 | Select any node on the ||:= qpcya Address S
"Nodes" tab (left display || ress Space

area). UA Server: opctcp/A10.0.0 551310/
Click the "Node Monitor..." | | Medes Search Nodes Registerdhodes Adtribute
button. default MName
FDU_1 Nodel
OFCAE oce
Nodel
Brows:
Displa
Descri
Writeh
Lserify
Eventl
L4
ImageView... Tngger Set...
[[] Browse the node typs informations. Re

[] Display this window always in front.

3 Click "Subscription". €) How node monitoring X

Click the " OK " button. [Estserpton I

If there iz a chanee in the value of the monitored node, the UA server will
releaze a notification of the change in walue,

() Read

Feads the current wvalue of the node synchronously or asvnchronouszly.

() HistoryRead

Reads node history data synchronously or asynchronouslyIf it does not
become valid, please check that " History” iz included in the
Uzerfccesslevel of the node.

| QK | Cancel

4 Click the " OK " button.

# Mew Subscription x
Mame : |Subscr\ptinn(1) |
Publishing Mode : Enable hd
Publishing Intervalims) : 1000 =
Priarity : 1 S
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5 Select the range on EXCEL
where you want to reflect the
node value.

Click the "Select" button in
the "Sheet Settings" group.

Click the " OK " button.

# Create Monitoredltem *

Name : |Server |

Sheet Setting

Update to worksest : |Sheetl!$ﬂ$l:$ﬂ$ll | I Select I
Raw
[Fill by Row | Change..

[] Dizplay a time =tamp in the left calumn.

Replace time value with local clock time.

Subgcription options

Sampling interval{ms): 1000 £

Queue size =

Shape Setting

[ Update to shape : Seleat.,
R
Dizplay a time stamp in the zhape.
Feplace time value with local clock time.
6 Check "Monitor # Select the event type to receive "Server" — O *

AlarmCondition.".

Click the " OK " button.

LA Server: |opc.tcp +#/10.0.0.5:51310/

=] BaseEvent Type

-] AuditEvert Type
-[(]BaseModelChangeEvent Type
-[JCondition Type

-] EventQueusOvedlowEvent Type
-[JProgressEvent Type

[ SystemEvent Type

(-] Transition Event Type

| 3 Monitor atarmeondition. | Cancel

7 Check
Control".

"Monitoredltem

H = Book! - Excel

Formulas Data Review OPC UA Monitor Control

File Home  Insert  Pagelayout Q  Tell me what you want to do

 Connect () Connection |ope.tep://10.0.0.5:51310/ I [] uA Server Control

£ Disconnect = Connection Count ntio

[] Monitoreditem Control

View  Help

[£] My Certificate il Rejected Centificates
T3 Trusted Issuer Certificates [] Receive a certificate wi

[ Subscription Contrel
[] Read Control
[ Trigger Contral = Trusted Peer Certificates [ | Automatically accept

Server 1 Certificate Management

8 Select and
alarm item.

right-click an

4 OPC UA Monitoreditems — m] 4
UAServer: | opctep://10.0.0.5:513104 w
Events Alams
Conditionld Timestamp Severity So
ins=3;5=0PCAE.Boiler1 makeup1.FIC1001.PVLEVEL 06/27/2022 10:06:35.881 100 3
Tns= .5 WaterT.makeup. 106:28.013 i
£ >

[] Display this windew always in front.
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9 | Click “Acknowledge...”. | Acknowledge.. |

Confirm...

Add Comment...

10 | Enter any text string and click
the "OK" button.

Delete
Comment Acknowledgement X
Please enter 8 comment
| |

Conce

9. Subscription (A&C: Confirm) procedure

9.1.System configuration

UA Monitor UAServer
e
Tool Software
Company/Organization Figure Name Name Version
Skkynet Cloud Systems | UA A&C Server DataHub 10.0.0.850
Puerto Co., Ltd. UA Monitor UA Monitor 3.1.X

9.2.Operating procedure
9.2.1. Read by EXCEL cooperation

The UA Monitor can be linked to a UA server that supports A&C functions, receiving AlarmConditionType
events sent by the UA server and executing the associated Acknowledge method from the dedicated GUI
context menu (right-click menu). The Acknowledge method can be executed from the context menu (right-

click menu) of the dedicated GUI.

The sequence of receiving event notifications from the UA server is shown in Figure 26.

The details of the operation procedure are described below. The connection procedure is omitted here.

1 Check "Address Space | jl

Bookl - Excel

Controlll Fle  Home Imset Pagelayout Formuls Data  Review View  Help [ROIMUNM MonitorControl  Q  Tell me what you want to do

[ ] Subscription Contral | [5£] My Certificate T Rejected Certificates

#* Connect [C] Connection |opctep://10.0.0.5:51310/ |+ | oplumial

€5 Disconned t = Connection Count 1

Server

[[] Address Space Centrol

Read Control ) Trusted Issuer Certificates [+] Receive a certificate wi

Tigger Control = Trusted Peer Certificates  [_] Automatically accept

ew Certificate Management

PUE |

53|



UaMonitor User’s Guide

2 | Select any node on the ||:= qpcya Address S
"Nodes" tab (left display || ress Space

area). UA Server: opctcp/A10.0.0 551310/
Click the "Node Monitor..." | | Medes SearchNodes Registerdhodes Adtribute
button. default MName
FDU_1 Nodel
OFCAE oce
Nodel
Brows:
Displa
Descri
Writeh
Lserify
Eventl
L4
ImageView... Tngger Set...
[[] Browse the node typs informations. Re

[] Display this window always in front.

3 Click "Subscription". €) How node monitoring X

Click the " OK " button. [Estserpton I

If there iz a chanee in the value of the monitored node, the UA server will
releaze a notification of the change in walue,

() Read

Feads the current wvalue of the node synchronously or asvnchronouszly.

() HistoryRead

Reads node history data synchronously or asynchronouslyIf it does not
become valid, please check that " History” iz included in the
Uzerfccesslevel of the node.

| QK | Cancel

4 Click the " OK " button.

# Mew Subscription x
Mame : |Subscr\ptinn(1) |
Publishing Mode : Enable hd
Publishing Intervalims) : 1000 =
Priarity : 1 S
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5 Select the range on EXCEL
where you want to reflect the
node value.

Click the "Select" button in
the "Sheet Settings" group.

Click the " OK " button.

# Create Monitoredltem *

Name : |Server |

Sheet Setting

Update to worksest : |Sheetl!$ﬂ$l:$ﬂ$ll | I Select I
Raw
[Fill by Row | Change..

[] Dizplay a time =tamp in the left calumn.

Replace time value with local clock time.

Subgcription options

Sampling interval{ms): 1000 £

Queue size =

Shape Setting

[ Update to shape : Seleat.,
R
Dizplay a time stamp in the zhape.
Feplace time value with local clock time.
6 Check "Monitor # Select the event type to receive "Server" — O *

AlarmCondition.".

Click the " OK " button.

LA Server: |opc.tcp +#/10.0.0.5:51310/

=] BaseEvent Type

-] AuditEvert Type
-[(]BaseModelChangeEvent Type
-[JCondition Type

-] EventQueusOvedlowEvent Type
-[JProgressEvent Type

[ SystemEvent Type

(-] Transition Event Type

I [] Manitor AlarmCondition. I Cancel

7 Check
Control".

"Monitoredltem

H = Book! - Excel

Formulas Data Review OPC UA Monitor Control

File Home  Insert  Pagelayout Q  Tell me what you want to do

 Connect () Connection |ope.tep://10.0.0.5:51310/ I [] uA Server Control

£ Disconnect = Connection Count ntio

[] Monitoreditem Control

View  Help

[£] My Certificate il Rejected Centificates
T3 Trusted Issuer Certificates [] Receive a certificate wi

[ Subscription Contrel
[] Read Control
[ Trigger Contral = Trusted Peer Certificates [ | Automatically accept

Server 1 Certificate Management

8 Select and
alarm item.

right-click an

4 OPC UA Monitoreditems — m] 4
UAServer: | opctep://10.0.0.5:513104 w
Events Alams
Conditionld Timestamp Severity So
ins=3;5=0PCAE.Boiler1 makeup1.FIC1001.PVLEVEL 06/27/2022 10:06:35.881 100 3
Tns= .5 WaterT.makeup. 106:28.013 i
£ >

[] Display this windew always in front.

PUE |
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9 Click “Confirm...".

Acknowledge..,

I Confirm...

Delete

Add Comment...

10 | Enter any text string and click
the "OK" button.

Please enter 8 comment

Comment Acknowledgement

Conce

10. Subscription (A&C: AddComment) procedure

10.1. System configuration

UA Monitor

[

Tool Software

-

Company/Organization Figure Name Name Version
Skkynet Cloud Systems | UA A&C Server DataHub 10.0.0.850
Puerto Co., Ltd. UA Monitor UA Monitor 3.1.X

10.2. Operating procedure
10.2.1. Read by EXCEL cooperation

The UA Monitor can be linked to a UA server that supports A&C functions, receiving AlarmConditionType
events sent by the UA server and executing the associated Acknowledge method from the dedicated GUI
context menu (right-click menu). The Acknowledge method can be executed from the context menu (right-

click menu) of the dedicated GUI.

The sequence of receiving event notifications from the UA server is shown in Figure 26.

The details of the operation procedure are described below. The connection procedure is omitted here.

1 Check "Address Space | jl

Controlll Fle  Home Insert Pagelayout Formuls  Data

[ ] Subscription Contral | [5£] My Certificate

€5 Disconned t = Connection Count

Server

#* Connect [C] Connection |opctep://10.0.0.5:51310/ |+ | oplumial

[[] Address Space Centrol

1

Bookl - Excel

Review View Help (OGS Monitor Contiol  Q Tell me what you want to do

T Rejected Certificates
) Trusted Issuer Certificates [+] Receive a certificate wi
= Trusted Peer Certificates || Automatically accept 1

Certificate Management

PUE |
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2 | Select any node on the ||:= qpcya Address S
"Nodes" tab (left display || ress Space

area). UA Server: opctcp/A10.0.0 551310/
Click the "Node Monitor..." | | Medes SearchNodes Registerdhodes Adtribute
button. default MName
FDU_1 Nodel
OFCAE oce
Nodel
Brows:
Displa
Descri
Writeh
Lserify
Eventl
L4
ImageView... Tngger Set...
[[] Browse the node typs informations. Re

[] Display this window always in front.

3 Click "Subscription". €) How node monitoring X

Click the " OK " button. [Estserpton I

If there iz a chanee in the value of the monitored node, the UA server will
releaze a notification of the change in walue,

() Read

Feads the current wvalue of the node synchronously or asvnchronouszly.

() HistoryRead

Reads node history data synchronously or asynchronouslyIf it does not
become valid, please check that " History” iz included in the
Uzerfccesslevel of the node.

| QK | Cancel

4 Click the " OK " button.

# Mew Subscription x
Mame : |Subscr\ptinn(1) |
Publishing Mode : Enable hd
Publishing Intervalims) : 1000 =
Priarity : 1 S
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5 Select the range on EXCEL
where you want to reflect the
node value.

Click the "Select" button in
the "Sheet Settings" group.

Click the " OK " button.

# Create Monitoredltem *

Name : |Server |

Sheet Setting

Update to worksest : |Sheetl!$ﬂ$l:$ﬂ$ll | I Select I
Raw
[Fill by Row | Change..

[] Dizplay a time =tamp in the left calumn.

Replace time value with local clock time.

Subgcription options

Sampling interval{ms): 1000 £

Queue size =

Shape Setting

[ Update to shape : Seleat.,
R
Dizplay a time stamp in the zhape.
Feplace time value with local clock time.
6 Check "Monitor # Select the event type to receive "Server" — O *

AlarmCondition.".

Click the " OK " button.

LA Server: |opc.tcp +#/10.0.0.5:51310/

=] BaseEvent Type

-] AuditEvert Type
-[(]BaseModelChangeEvent Type
-[JCondition Type

-] EventQueusOvedlowEvent Type
-[JProgressEvent Type

[ SystemEvent Type

(-] Transition Event Type

I [] Manitor AlarmCondition. I Cancel

7 Check
Control".

"Monitoredltem

H = Book! - Excel

Formulas Data Review OPC UA Monitor Control

File Home  Insert  Pagelayout Q  Tell me what you want to do

 Connect () Connection |ope.tep://10.0.0.5:51310/ I [] uA Server Control

£ Disconnect = Connection Count ntio

[] Monitoreditem Control

View  Help

[£] My Certificate il Rejected Centificates
T3 Trusted Issuer Certificates [] Receive a certificate wi

[ Subscription Contrel
[] Read Control
[ Trigger Contral = Trusted Peer Certificates [ | Automatically accept

Server 1 Certificate Management

8 Select and
alarm item.

right-click an

4 OPC UA Monitoreditems — m] 4
UAServer: | opctep://10.0.0.5:513104 w
Events Alams
Conditionld Timestamp Severity So
ins=3;5=0PCAE.Boiler1 makeup1.FIC1001.PVLEVEL 06/27/2022 10:06:35.881 100 3
Tns= .5 WaterT.makeup. 106:28.013 i
£ >

[] Display this windew always in front.

PUE |
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9 Click “Add Comment...”. Acknowledge...
Confirm...
I Add Comment... I
[Delete
10 | Enter any text string and click | | comment Acknowledgement e
the "OK" button.
Flease enter 8 comment

PUE | |
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11. WRITE procedure (variable trigger)

11.1. System configuration

UA Monitor UA Server
e B
Tool software
OPC Foundation UA Server UA Sample Server 1.4.357.28
Puerto Co., Ltd. UA Monitor UA Monitor 3.0.X
11.2. Operating procedure

11.2.1. Read by EXCEL cooperation

UA Monitor can edit the node value on the UA Server. The value writing function in UA Monitor is called
"variable trigger". The value to be edited is not limited to a fixed value, but the cell value of EXCEL or the
calculation result by the EXCEL function can be used as an argument of WRITE.

Figure 27 shows the sequence for writing node values.

sd Write /

EXCEL UA Monitor
|

|
i

i

| Get the value to write from

| the cell.

|

|

i

|

Detect execution
trigger()

-

Get the Cell's

value()
___________________________",‘:_:p

Write Request()

Write Response()

i
|
|
|
|
:
|
|
|
:
|
|
|
:
|
|
|
:

—
[
[
|
|
|
[

Figure 27 WRITE sequence that works with EXCEL

The details of the operation procedure are described below. The connection procedure is omitted here.
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1 Check
Control".

"Address  Space

Bookl - Excel £ Search -
File Home Insert Page Layout Formulas Data Review  View  Developer  Help OPCUA  Monitor Control
¥ Connect [C) Connection  opcitep://pent... v A Senel Coptig) Subscription Contral | [£] My Certificate 1 Rejected Certificates

§ Disconnect = Connection Count 1

Server [ View

Address Space Control Read Control

Trigger Control

5 Trusted Issuer Certificates || Receive a certificate w
= Trusted Peer Certificates Autornatically accept

Certificate Management

2 Select any node on the

i= OPC UA Address Space

"Nodes" tab (left displa
area) ( play & Server: opctop fpen 18002:51210/UA/ SampleServer
Hodes  Search Modes  RegisterdModes
Click the "Trigger Set..." - Soalar ~
button. [#- I* Boolean\alue
[+~ ByteStringWalue
[~ Bwte\alue
[ CycleComplete
- i
[#- = EnumerationWalue
[#- I+ ExpandedModeld\falue
[H- I FloatValue
- 4 GenerateValues
(- GuidWalue
- Int16%alue
(- Int32Walue
- IntGdvalue
- IntegerValue
[#- I LocalizedText\Valus
- ModeldWalue
[ T AT b
Mode Manitar... Image\figw... I Trigger Set.. I
[ Browss the node type informations.
3 Select "Write Parameter" tab.
# New OPC UA Variable Trigger x
I~F3"3n'3rﬁ|Trigger Condition  &dvanced
Mame : |Trigger(l) |
Modeld : | s |
Trigger Mode : Enable v
Trigger Method : Synchronous Wite ~
4 Select the write source type | | # new OPC UA Variable Trigger %
as "Sheet". .
General Wite Parameter  Trigeer Condition  Advanced
Wite Source Tvpe © | Value ~
Wite Value : Select
Gonce
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If you select " Sheet ", the address of the cell on the currently selected EXCEL
will be entered. If you want to specify another cell address, select the cell on

EXCEL and click the "Select" button.

# New OPC UA Variable Trigger

General Wiite Parameter  Trigger  Condition  Advanced

Wite Source Type : | Sheet e
[ErestiasT

iite Walue : I I Select

Ok Cancel

*

5 Click the " OK " button.

# New OPC UA Variable Trigger

General Write Parameter Trigeer Condition  Advanced

Yikite Source Tyvpe © | Sheet w

i ite Walue :

[Sheet 11541 | | Selest

GCancel

6 Click the "Yes" button.

Ualonitor

The trigger is executed each time the sheet is changed because
there is no condition. Do you want to keep this setting?

Y

PUE |
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7 Change fhe value of e col T

set for writing and click the | .

Home Insert Page Layout Formulas Data Review View Developer Help
enter key' ﬁCUnnect DCUnnectiDn opecteps/fpent.. |~ UA Server Control Subscription Control EM}' Certifi
5:; Disconnect < Connection Count |1 ~| Address Space Control Read Control Q] Trusted |s:
Monitoredltem Control Trigger Control = Trusted Pe
Confirm that the node value et - ew

of the write destination node o oo o
|S " 11 n USIng the dedlcated AutaSave IQ C
GUI N14 - I

A B © D E F G H

I llI

oo W

Set " 11 " here.

= OPCUA Address Space — =] X
UA Server: | opetep://pen 1800351210/UA/SampleServer v
Nedes  Search Nodes  RegisterdNodes Attrbutes  References
Scalar A Name Value Vale Type  TimeStamp
© Booleorale Nodeld ns=2i= 10226 Hodeld -
e deeviti NodeGlass Variable nta2
e e BromseName 2DaubleValue Qualiicdame -
- o e DisplayNsme DoubleValue LocalizedText -
. Deseription Nl Nl
£ i teMask. 1) (None) Uint32
© B e i N
£ Bndedhiodeldabe Value 1 Double 1721/2021 115836054
£ FloatValue e N
5 Conersterlues ValueRark Scalar 32
b ]n:“wa‘“e ArrayDimensions. Nl Ml
i Accesslevel Readable | Writeable Byte
e UserfcsssLevel Feadable | Witeable Eyte
© Ineecrvane MinimunSamplingterval Gontinuous Double
b e Toetiae Historizing False Boolean
© NodelVahe
- v < >
Nade Manitor Image\Vien. Trigeer Set B4 =)
(] Bramse the ned type nformatians. Replace time stamps with local clock time
(] Display this window alnays in front, Glose

11.2.2. WRITE by dedicated GUI
UA Monitor can browse UA server's address space (information model) by using dedicated GUI.
Then, you can edit the read node value by using dedicated GUI.

Figure 28 shows the sequence for writing node values.
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sd Write /

Select the Node()

Read Request()

Read Response()

Update the
Node values()

Edit node
value()

Write Request()

Write Response()

Figure 28 WRITE sequence using a dedicated GUI
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The details of the operation procedure are described below. The connection procedure is omitted here.

1 Check
Control".

"Address  Space

Book! - Excel P search

File Home Insert

* Connect () Connection |opctep//peni.. ~
€35 Disconnect | = Connection Count |1

Pagelayout  Formulas  Data  Review  View  Developer

UA Server Control Subscription Control

Address Space Cantrol Read Control

Trigger Control

Server 1 View

Help OPC UA Monitor Control

[E] My Certificate

U Trusted Issuer Certificates || Receive a certificate w

T Rejected Certificates

= Trusted Peer Certificates Automatically accept

Certificate Management

2 Select any node on the

i= OPC UA Address Space

"Nodes" tab (left displa
area) ( play & Server: opotop/pon1300351210/U4/ SampleServer
Modes  Search Modes  ReeisterdModes
Bl Scalar A
[+~ I+ BooleanValug
-+ BywteString\Walue
[~ ByteValue
[ CycleComplete
H- l:i [ateTimeValue
[+ K= EAUmerationvalle
[#- I ExpandedModeld\Value
[#- I+ FloatWalue
[H- 4 GenerateValues
- GuidValue
[ Int16Walug
- ntdMWalue
- Intfidvalue
- IntegerValus
- LocalizedTextValue
[+ ModeldValus
o P Khmhariahne N
Mode Manitor... Imageiew.. Trigeger Set..

[] Browse the node type informations.

3 Select the "Value" on the - o X
"Attribute  List" tab (right m
display area).

p y ) Attributes  References
Click the "Edit..." button. " Mame Walue Value Type  TimeStamp
Madeld nz=2i=10226 Madeld -
ModeGlazs “ariable Intd2 -
BrowzeMame 2:Doublealue GualifiedMame -
DizplayMame Daublealue LocalizedText -
Description Mull Mull -
Wi iteMask 0 {Nane) UInt32 -

WalueFark Scalar Int32 -
ArrayDimensions Mull Mull -
Bocesslevel Readable | Writeahle Bute -
Uzer Accezzlevel Readable | Writeable Bwte -
MinimumSamplinglhterval  Continuous Double -
Higtarizing Falze Boolzan -
A < >
[ Edit. | Copy

Feplace time stamps with local clock time.

Close
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4 Change the value. - o X
Attributes  References
& Mame Walue Value Type TimeStamp

Nodeld ne=2i=10226 Nodeld -

MNodeGlass Wariable Int32 -

BrowseMames 2:Doublealus QualifiedMame -

DizplayMame DoubleWalue LocalizedText -
Dezcription Mull Mull -

ik it Mask 0 {MNane: UTnt32 -
Uzerii ite Mask & LInt32 -
Value |123456I Double 01/21/2021 124 1:57 847
DataType = B Modeld -
WalusRark Scalar Ihtd2 -
ArravDimenzions Mull Mull -
Acoeszlevel Feadable | Writeable Byte -
Uzerdccess Level Feadable | Writeable Bvte -
MinimumSamplinglhterval Continuous Double -
Histor izing Falze Eoolean -
haINIE: >

Copy

Replace time stamps with local clock time.

Cloze

11.3. Setting screen specifications

This section describes the specifications of the setting screen shown in Figure 29.

A New OPC UA Variable Trigger X
General Wite Parameter Trigeer Condition  Advanced

Mame : |Trigger{1]l |

Modeld : |

Trigeer Mode : Enable w

Trigeger Method : Svnchronousz Write w

Cancel

Variable trigger setting screen

Figure 29

"General" tab
This section describes the specifications of the "General" tab screen.
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A New OPC UA Variable Trigger e

General \Write Parameter  Trigeer Condition  Advanced

Mame : | Trigger{ 1) |
Nodeld - h==2i=T0226 |
Trigger Mode : Enable w
Trigger Method : Swnchronous Wite e

Figure 30 "General" tab

Table 19 shows the item descriptions on the "General" tab screen.

Table 19 Screen item list

item Explanation

Name The name of the variable trigger.
Nodeld The nodeld to write to.

Trigger Mode Select Enable or Disable.

Trigger Method This is the write processing method.

- Synchronous Write

- Asynchronous Write

"Write Parameter” tab

This section describes the specifications of the "Write Parameter" tab screen. On this tab, specify the input
parameters to use when performing the WRITE processing. There are two patterns for this parameter, Fig.
31 and Fig. 32, but they cannot be used together.

The parameters shown in Figure 31 use fixed values as write parameters.
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A New OPC UA Variable Trigger e

General Write Parameter  Trigeer Condition  Advanced

Wirite Source Type @ | WYalue w

Wirite Value : ||]| Select

Figure 31 "Write Parameter@" tab

The parameters shown in Figure 32 use cell values as write parameters.

A New OPC UA Variable Trigger e

General Write Parameter  Trigeer Condition  Advanced

Wirite Source Type @ | Sheet w

Wirite Value : |Sheet1!$.ﬁ|$l | | Select |

Ok Cancel

Figure 32 "Write Parameter®" tab

Table 20 shows the item descriptions on the "Write Parameter" tab screen.

Table 20  Screen item list
Item name Explanation
Write Source Type Set the acquisition source type of the value to be written.
The acquisition source types are as follows.

- Value : use the fixed value. (Default)

- Sheet : use the cell value of EXCEL.

Write Value If the Writing Source Type is "Value", set a fixed value to be written. If the
Writing Source Type is "Sheet ", set the address where the cell value is set.
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| | In this case, you cannot select multiple cells.

"Trigger™ tab

This section describes the specifications of the "Trigger" tab screen. On this
(fixed cycle, event) of WRITE processing.

A New OPC UA Variable Trigger

General

Write Parameter | fdvanced

() Repeat Timer

() Time of Day
@) Cell change

tab, set the execution timing

ped

Cancel

Figure 33 "Trigger" tab
Table 21 shows the item descriptions on the "Trigger" tab screen.

Table 21 Screen item list

Item name Explanation

Repeat Timer Set the execution cycle of the variable trigger.

# New OPC UA Variable Trigger

General Write Parameter Trigger  Gondition  Advanced

(@) Repeat Timer Tnterval 10002
(C) Time of Day

() Gell chanee

Millizeconds

Cancel

The time units are:
- Milliseconds

- Seconds
« Minutes
+ Hours

PUE |
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Time of Day Set the execution time and day of the week for the variable trigger.

() Repeat Timer

A New OPC UA Variable Trigger

General Write Parameter Trigeer  Condition  Adwanced

(@ Time of Day Year:

() Cell chanee Manth: Minute:

n ]
Second: D

Dhaw:

[J5un. [JMon. []Tue. []Wed []Thurs. []Fri. []Sta.

X

minutes and 0 seconds.

An asterisk (*) means a wildcard. For example, in the case of the setting shown
above, it is executed every year, every month, every day, every hour at 0

Cell change Execute a variable trigger when the cell value of EXCEL changes.

(") Repeat Timer

(C) Time of Day
(@) Cell change

# New OPC UA Variable Trigger

er | Condition  Advanced

Gorce

"Condition" tab

This section describes the specifications of the "Condition" tab screen. On this tab, execution conditions
can be added when it is time to execute the trigger settings. If there are no conditions, WRITE processing

is executed every time the trigger setting is executed.

PUF
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A New OPC UA Variable Trigger e
General ‘\Write Parameter Trigger Condition  Advanced
(® To match all canditions () Ta match any conditions
Cin Source Twpe Source Cperator Walue Tvpe
Hidd ... Edit... Delete
Conce

Figure 34 "Condition" tab

Table 22 shows the item descriptions on the "Condition" tab screen.

Table 22 Screen item list

Item name Explanation

To match all | WRITE processing is executed only when all the set conditions are matched.

conditions

To match any | WRITE processing is executed when even one of the set conditions is

conditions matched.

Add... When clicked, the screen for adding a condition is displayed.

Edit... Itis valid when you select a condition that has already been registered. Click
to display the screen for editing the conditions.

Delete Itis valid when you select a condition that has already been registered. Click
to delete the condition.

"Advanced" tab

This section describes the specifications of the "Advanced" tab screen.
# New OPC UA Variable Trigger 3

Maotify Excel
[] Motify when processed

Address : Select

Wirite walue :

PUE |

Figure 35 "Advanced" tab
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Table 23 shows the item descriptions on the "Advanced" tab screen.

Item name
Notify Excel

Table 23 Screen item list

Explanation

Set the value specified in the "Write value" (the numeric, string either possible)
to the EXCEL cell specified in the "Address" after executing the process.

For example, if you want to set “Finish!” on the A1 cell of Sheet1 after executing
the WRITE processing, you need to set as follows.

UaMonitor User’s Guide

# Mew OPC UA Variable Trigger

MHotify Excel
Matify when proceszed

Gieneral Write Parameter  Trigeer Condition  Adwvanced

Address [Sheet 141

| Select

Wk ite value |Finish!

The value is set in the specified cell as shown in the figure below after

execution.

Baokl - Excel O Search

Page Layout Formulas Data Review

File Home Insert

ﬁ Connect

£3§ Disconnect < Connection Count 1

[) Connection | opctepi/fpent.. |~

UA Server Control
~| Address Space Control

Menitoredltem Control

View Developer Help OPC UA
Subscription Control @ My Certificate
Q] Trusted lssuer Certific
= Trusted Peer Certifica

Read Control

Trigger Contral

Server F] View

AutoSave (@ of) B i =
Al o fx || Finish!

A B | C D | E F | G H | | J
1 |Finish!
z L
3_
4_
5_
6_
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12. CALL (method execution) procedure (method
trigger)

12.1. System configuration

UA Monitor UA Server
e
Tool software
OPC Foundation UAServer UA Sample Server 1.4.357.28
Puerto Co., Ltd. UA Monitor UA Monitor 3.0.X

12.2. Operating procedure
12.2.1. CALL by EXCEL cooperation

UA Monitor can execute the method node on the UA Server. The value writing function in UA Monitor is
called "method trigger". The method node can pass input parameters at run time and can use fixed values
for the input parameters, or the cell values of EXCEL or the calculation results of the EXCEL function.

The method node also returns the output parameters to the UA Monitor after execution. You can set the
reflection destination of the returned output parameter value to the cell or shape (figure) of EXCEL. After
reflecting the value in the cell or shape, you can use the functions and graphs that are the original functions
of EXCEL.

Figure 36 shows the CALL sequence that works with EXCEL.
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EXCEL UA Monitor
| |
| Get the value of the input ' )
| ter from the cell ?34——| Detect execution
i parame : trigger()
i \
L Get the Cell's value()

___________________________ ==

Call Request()
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UA Server

alt

D) Az H U=

—
-

Figure 36

Call Response()

[There are output par%ameters. And when the value of the outpyt|parameter is feflected in the cell]

CALL sequence working with EXCEL

The details of the operation procedure are described below. The connection procedure is omitted here.

T [Check "Address Space | NI
File Home Insert Page Layout Formulas Data Review  View  Developer
Controlll #* Connect () Connection |opcicpi//penl... v A sene Coptg Subscription Contral
. 3§ Disconnect =} Connection Count |1 Address Space Control Read Control
— — Trigger Control

Server [ View

Help OPC UA Monitor Control
[E] My Certificate i Rejected Certificates

(5 Trusted Issuer Certificates || Receive a certificate w
= Trusted Peer Certificates Autornatically accept

Certificate Management

2 Select any method node on
the "Nodes" tab (left display

= OPC UA Address Space

Hode: Monitar...

ImagsWiew..

UA Server: opc top:/Fpen 1800%:61210/U ASSampleServer
area) Modes  Search Modes  ReeisterdNodes Atributes |
: " " 20 Data " Name
Click the "Trigger Set... = Gonditions el
button :—‘ Dym-amic: ModeGlass
B~ - Static BrowseMam
Analog Array DisplayMam
AnalogScalar Description
Array f
* MethodTest m:re\m‘aiikm
+- 3 ArrayMethod Executablel
3 rray UserExecut.
2 ScalarMethodd
% UserArrayMethod 1
% UserfrrayMethod2
% UserScalarMethod
% UserScalarMethod?
.. Sralar A <
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3 Select "Input Parameter” tab.

(% New OPC UA Method Trigger

General | nput Paramete Output Parameter Trigeer Condition  Advanced

Hame : |Trigser(1) |
Modeld : | i |
Trigeer Mode : Enable w~
Gorce
4 Select any input parameter. (s Mew OPC UA Method Trigger X
Here. set "Int 32In" General Input Parameter  Output Parameter Trigeer Condition  Advanced
. " i " Mame Source Type InputWalue N
Click the "Edit..." button. Boolearih Value Falss
SByteln Walue 0
Biyteln Walue 0
Walue i
o 1

Tnt16In

Ulnt walue I

Intfidln Walue i

UInt64In Walue i N

< >
Garesl

A fixed value is set as the initial value for the input parameter.

v' False for Boolean types.

v' 0 for numeric types.

v' the current time when the screen is opened for Date Time types.
v’ An empty String for String Types.

5 Select Type as "Sheet".

Click the "Select" button.

[® Input: Change of the acquisition source(Int32In) X
Type : |\.|"a|ue ~ |
(% Input: Change of the acquisition source(Int32In) X
Type : Shest w
Address : [Shest 113451
Garce

If you select "Sheet", the address of the cell on the currently selected EXCEL
will be entered. If you want to specify another cell address, select the cell on

EXCEL and click the "Select" button.
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6 Select the “‘Output | | ® New 0PCUA Method Trigger X
Parameter” tab.
arameter” tab General  Input Paramﬂemﬁigger Condition  Advanced
Mame Source Type Ihputvalue al
Eiooleanlh Walue Falze
SByteln Walue 1]
Bwteln “alue 1]
Int 16In Walue I
Ulnt 16In Walug I
Intd2In Sheet Sheet 1EHE 1
Ulnt32In Walue I
IntGdln Walue I
UIntG4In Walue I A
< >
o] 4 Cancel
7 Select any output parameter. | | @ new orc UA Method Trigger %
" " Cutput P, t i iti
Here, set "Int 320ut". General  Input Parameter Uuiput Parameder  Trigger Condition  Advanced
. . Mame Dezt Tupe Dest Address 2
Click the "Edit..." button. BoolsanOut Mone -
SByteOut Mohe -
BrwteOut Mone -
Int 1600t Mone -
[ o

P

IntG40ut Mone -

UInt 6400t Maone - v
< >
I Edit... I

The output parameter is set to " None " as an initial value, which indicates that
nothing is processed.

8 Select Type as "Sheet".

Click the "Select" button.

[® Output: Changing the update destination(Int320ut) *
Type : Sheet ~
bl
Address -
Eelpat Cancel

If you select " Sheet", the address of the cell on the currently selected EXCEL
will be entered. If you want to specify another cell address, select the cell on

EXCEL and click the "Select" button.

[® Output: Changing the update destination(Int320ut)

Tvpe :

Address

Sheet

|Shest 115452
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9 | Click the " OK " button. (% New OPC UA Method Trigger X
General Ihput Parameter Output Parameter  Trizgger Condition  Advanced
Mame Degt Tuvpe Dest Address "
BoaleanOut Mone -
SByteOut Mohe -
BrwteOut Mone -
Int 1600t Mone -
Ut 16wt Mane -
Tnt320ut Shest Sheet 115452
Ulnt320ut Mone -
IntG40ut Mone -
UIntB4Cut Maone - N
< >
Oancel
H " n
10 | Click the "Yes" button. UaManitar
The trigger is executed each time the sheet is changed because
there is no condition. Do you want to keep this setting?
MR I
11" | Change the cell value set for T
the |nput parameter and Cllck File Home Insert Page Layout Formulas Data Review View Developer Help OPC UA Maonito
the enter key ™ Connect  [JConnection opcitepi//pent... ~ UA Server Control Subscription Control | [£Z] My Certificate firr
) 35 Disconnect  =<j Connection Count 1 | Address Space Control Read Control T4 Trusted lssuer Certificates [ R
Monitoreditem Contral || Trigger Cantrol = Trusted Peer Certificates A
Server 1] View Certificate
AutoSave (@ or) Bl Gl <
A2 - J 11
. A B c D E F G H I Il K
When the method node is | &
executed, confirm that the | :| 1]
value of the input parameter ;
is reflected in the cell set in
the output parameter. Here, set "11"

12.3. Setting screen specifications
This section describes the specifications of the setting screen shown in Figure 37.

PUE |




UaMonitor User’s Guide

(% New OPC UA Method Trigger x
GEHEV~3| Ihput Parameter  Output Parameter  Trigger Condition  Advanced
Marme : |Trigger(1]l |
Madeld : Ins=2i= 10756 |
Trieger Mode : Enable w
Garca
Figure 37 Method trigger setting screen
"General" tab
This section describes the specifications of the "General" tab screen.
(% New OPC UA Method Trigger X
GEHEFE“ Ihput Parameter  Output Parameter  Trigger Condition  Advanced
Mame : |Trigger(1]l |
Nadeld : n==2i=10756 |
Trigger Mode : Enable o
Figure 38 "General" tab
Table 24 shows the item descriptions on the "General" tab screen.
Table 24 Screen item list
Item name Explanation
Name The name of the method trigger.
Nodeld The node Id of the CALL destination.
Trigger Mode Select Enable or Disable.

"Input Parameter" tab

This section describes the specifications of the "Input Parameter" tab screen. On this tab, specify the input

parameters to use when executing the CALL processing.
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(% New OPC UA Method Trigger x
Gieneral I"IF"Jt ______ F' arameter Cutput Parameter  Trigeer Condition  Advanced

MHame SourceType Inputialue "

Booleanln Walue Falze

SBwteln Walue 0

Brvteln Walue 0

Int16In Walue 0

It 16In Walue 0

Int3Zln Walue 0

it 32In Walue 0

IntGdIn Walue 0

It GdIn Walue 0 R

£ >

Edit...
Gorce

Figure 39 "“Input Parameter" tab
Table 25 shows the item descriptions on the "Input Parameter" tab screen.

Table 25 Screen item list

Item name Explanation
Name The name of the Input Parameter.
SourceType Set the source type of the input value.

The source types are as follows.

- Value : The value indicating of the use of the fixed value. (Default value)

- Sheet : The value indicating of the use of the cell value of EXCEL.

InputValue If the source type is "Value", set a fixed value as the input value. If the source
type is "Sheet", set the address where the cell value is set. You cannot
select multiple cells.
ValueType The type of the input value. This value is retrieved and set by UA Monitor
from the UA server.

"Output Parameter" tab
This section describes the specifications of the "Output Parameter" tab screen. On this tab, specify the
output parameters to use when executing the CALL processing.
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(% New OPC UA Method Trigger x
General Input Parameter | Output Parameter | Trigger Condition  Advanced

MHame Dest Type Dest Address "

BooleanCut MHone -

SBwteCut MHone -

BrteCut MHone -

Int 1600t MHone -

I 1Tt Bt MHone -

Int 3200t MHone -

It 320wt MHone -

Int G4t MHone -

[Tt 4Ot Mot - R

£ >

Edit...
Gorce

Figure 40 "Output Parameter" tab
Table 26 shows the item descriptions on the "Output Parameter" tab screen.

Table 26 Screen item list

Item name explanation
Name The name of the output parameter.
Dest Type Set the update destination type of the output value.

The update destination types are as follows.

- None : the type to be terminated without processing the CALL return value
(Default value)
- Sheet : the type to set the CALL return value to EXCEL cell.

- Shape: the type to set the CALL return value to EXCEL shape.

Dest Address If the dest type is "Sheet", the CALL return value is set in the cell of the
specified address. You cannot select multiple cells.

If the dest type is " Shape", the CALL return value is set in the shape of the
specified address.

"Trigger" tab
This section describes the specifications of the "Trigger" tab screen. On this tab, set the execution timing
(fixed cycle, event) of CALL processing.

80 |

PUE |



UaMonitor User’s Guide

(% New OPC UA Method Trigger x

General  Input Parameter  Output Parameter

() Repeat Timer

() Time of Day
@ Cell change

Figure 41 ™"Trigger" tab

Table 27 shows the item descriptions on the "Trigger" tab screen.

Table 27 Screen item list

Item name Explanation
Repeat Timer Set the execution cycle of the method trigger.
(™ New OPC UA Method Trigger
General Input Parameter Output Parameter Trigger  Condition  Advanced
(® Repeat Timer  Interval: 1000 = Millizeconds ~
() Time of Day
(C) Cell chanee
Garcel
The time units are:
- Milliseconds
- Seconds
* Minutes
* Hours
Time of Day Set the execution time and day of the week for the method trigger.
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(% New OPC UA Method Trigger o

General  Tnput Parameter  Cutput Parameter  1rigesr  Condition  Advanced

(C) Repeat Timer

[JBun. [JMon. []Tue. []Wwed []Thurs. []Fri. []5ta.

An asterisk (*) means a wildcard. For example, in the case of the setting shown

above, it is executed every year, every month, every day, every hour at 0
minutes and 0 seconds.

Cell change Execute a method trigger when the cell value of EXCEL changes.

(% New OPC UA Method Trigger X

General  Input Parameter  Output Parameter Caondition  Advanced

i) Repeat Timer
() Time of Day
(® Cell chanee

Gorce

"Condition" tab

This section describes the specifications of the "Condition" tab screen. On this tab, execution conditions

can be added when it is time to execute the trigger settings. If there are no conditions, CALL processing is
executed every time the trigger setting is executed.
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(% New OPC UA Method Trigger x
General  Input Parameter Cutput Parameter  Trigeer Gﬂﬂdltlﬂﬂ fdvanced
(® To match all canditions () Ta match any conditions
Cin Source Twpe Source Cperator Walue Tvpe
fidd... Edit.. Delete
Gorce

Figure 42 "Condition" tab

Table 28 shows the item descriptions on the "Condition" tab screen.

Table 28 Screen item list

Item name explanation

To match all | CALL processing is executed only when all the set conditions are matched.

conditions

To match any | CALL processing is executed when even one of the set conditions is

conditions matched.

Add... When clicked, the screen for adding a condition is displayed.

Edit... It is valid when you select a condition that has already been registered. Click
to display the screen for editing the conditions.

Delete Itis valid when you select a condition that has already been registered. Click
to delete the condition.

"Advanced" tab

This section describes the specifications of the "Advanced" tab screen.

(% New OPC UA Method Trigger X

Hotify Excel
[ ] Motity when processed

fddress : aelect

it ite value :
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Figure 43 "Advanced" tab

Table 29 shows the item descriptions on the "Advanced" tab screen.

Table 29 Screen item list

-] BA

Notify Excel Set the value specified in the "Write value" (the numeric, string either possible)
to the EXCEL cell specified in the "Address" after executing the process.

For example, if you want to set “Finish!” on the A1 cell of Sheet1 after executing
the CALL processing, you need to set as follows.

[ New OPC UA Method Trigger "
General Input Parameter  Output Parameter  Trigeer Condition  Advanced

Motify Excel
Matify when processed

Address : [Sheet 1A | Select

Write value :  [Finishi] |

The value is set in the specified cell as shown in the figure below after
execution.

Baokl - Excel O Search

File Home Insert Page Layout Formulas Data Review View Developer Help OPC UA

ﬁ Connect D Connection  opc.tep//penl.. |~ UA Server Control Subscription Control @ My Certificate
$:§ Disconnect < Connection Count 1 ~| Address Space Control Read Control Q]Trusted Issuer Certific
Manitaredltem Control Trigger Contral = Trusted Peer Certifica
Server F] View

AutoSave (@ of) B i =
Al &2 = Finish!

A B (& D E F G H J
Finish!
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13. Certificate management

13.1. Operating procedure

13.1.1. Regenerate of self- signed certificate

OPC UA uses application certificates (hereafter referred to as certificates) to establish secure
communication. UA Monitor also uses an application certificate, but it has the ability to regenerate the
certificate itself.

The details of the operation procedure are described below.

1| Click the "My Certificate” T I

button_ Layout Formulas Data Review View Developer Help OPC UA Monitor Control
tepsf/pent... |~ UA Server Control Subscription Control 1T Rejected Certificates
1 Address Space Control Read Cantrol 121 Trusted Issuer Certificates || Receive a certificate with a network
Monitoreditem Control || Trigger Control = Trusted Peer Certificates Automatically accept untrusted certificate
5 View Certificate Management &
2 CIICk the "Regenerate" ) My Certificate =
b U ttO n . Application Name [HaMoniter ]
Oreanization [ ]
Application URT [l Tocalhost UsMoniter |
Application Id [ ]
Domains [FGNTEa03 |
Subject Mame [GN=UsMenitor/DG=PGH18003 ]
Issuer Name [GN=UsMenitor/DG=PGH18003 ]
Valid Period [2078-T2-T8 TEamaz ] SIS
Thumbprint ‘WﬂDWD?I??QRQ‘SEMSBUL 1BCADETISESARY |
Detail Export. fssien Regenerat Gl
Command...

3 | Confirm that the thumbprint | | =" x
value has changed. PP - o

Oreanization [

|

]
Application URT [ PCN 18003 UaManitar ]
tpplication I I ]
Domains [FoHT8003 I
Subject Name [Bh=LaMonitor /DG=PONT8103 I
Tssuer Names [BNELaMonitor /DG=PONT8103 I
Vslid Period [2027-T7=27 T34 18 _ [0%-1o-7 18381
Thumbprint I [ECFS764EDDEIDIE 16ACAG 18 15E4DUCEE0 24354 i |

Detail Export fssign Regenerat Gk
Command

If successful thumbprint is updated.

13.1.2. Certificate Trust
To communicate between UA Monitor and UA Server, you need to replace the certificate.
This section describes how to pre-trust the UA Server's Certificate.

The details of the operation procedure are described below.

7| Click_the "Trusted Peer P E——
Cer‘tiﬁcates" button . Layout Formulas Data Review View Developer Help OPC UA Monitor Control
tep//pent.. ~ UA Server Contral Subscription Control | [£Z] My Certificate 1T Rejected Certificates
1 Address Space Control Read Cantrol i =d sbartificatess ¥ Receive a certificate with a network
Monitoreditem Control || Trigger Control Automatically accept untrusted certificate
5 View Certificate Management &
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2 | Click the "Import..." button.

= EELSARS X

25

E2ta)

EAA2

HiTESD

EIEAEAER! OFHr—ua ] Oec&2 [MEE S e 2

WERORE  [Yes

E2T) 8En SEERSTERN FREEIROIERE  Rad
Gogent DataHub BCEEGIFDO23DAS0GEATICEDERSCE0BFING0AGCTE  End-Entity No PUERTO-DEV-4192.168.5¢
Puerto-Dev—4 8C719951ABBOEEBST025 16DB45739EC43DDAZAIC  End-Entity Mo PLUERTO-DEV-4
SimulationServer 111927CE 12FGDFE4DB29EBA4B5BAB34 IBBST14E6  End-Entity No PUERTO-DEV-#
UsMonitor £08278F 8A2102399953BBI2E33C4FDADGIFARNT  End-Entity No PUERTO-DEV-4
UsServerCpp@Puerto-Dev-4  F43G96D68FADF ABYIATBF447CEATICTABADIESAS  End-Entity No PUERTO-DEV-#

Hilbz

3 Select
(*.DER).

the certificate

Click the "Open" button.

= EHESO -
e v

==

@) RaspberryPi_ope ~

) trunk
o ®ETIa7)

@ OneDrive - Persor

=1
3DATIII

& Fovo-F
W FAIT
FFatvh
= EoFv

25 Windows (C)

"
o O-7lL 7420 (€ y I (5] UA Sample Server [193E4D9EF8A4066F 208B0D698707DA20DC16C66D]. der

FLLIANS -

<« ProgramData » OPCFoundation » CertificateStores » MachineDefault » certs

&5

(5 Quickstart Data Access Client [E342933CBES484B33BCFFSC3FCA39776A21497E0]. der

[5) Quickstart Data Access Server [A79D2(9550312B3C070F F2E3F6F A36450A5C4ATO]. der

[5) Quickstart DataAccess Client [0BS156A579CFCSAAEF6061813501011C79CFFSC].der

(5] Quickstart DataAccess Server [B1 03E0DBABA2SE; "4F91).der

(5 Quickstart Historical Access Client [49E4CF 1FB8B1B4CF332A4604230C079D06072 1A9]. der
(5] Quickstart Historical Access Server [6FFD17A8B261E48B4D8689C7BB0CE1EFE1C1F502]. der
53] Quickstart HistoricalAccess Client [SEFBACT2CBCF920AF36E799116FFSFATET9534DD].der
5] Quickstart HistoricalAccess Server [E93F038D! -492924).der
5] Quickstart HistoricalEvents Client [ED014D7F 540A174B464005F 0F49E7B7A49314518].der
(5 Quickstart HistoricalEvents Server [AFB25D7F52691126953A1DAE1BD1BC0ADF7720A5].d...
(5] Quickstart Reference Client [618985E067208F 7B09579A030F CFBDFCAEEAAFC3].der

55 Quickstart Reference Server [74CAB4AA46D7EAB7BO44F 3BE316358EA 1662EA]. der

5] UA Configuration Tool [7ESS4DEF3FA1BCF3ASAT4858E 2F ACEDBCDFSF 2E9]. der

E16538.

2018/03/16 10:06

T4 AN |UA Sample Server [193E4DIEFBA4068F 20BB0DESB7D7DA20DC 16C66D]. der ~ | |DERFiles (*.der) v
Foutll
4 Confirm that the UA
Sample Server has been
added.
= EELIEAHS x
FILR
2 [ \
B [ |
TR [ |
SHERFTER!: OFr—aa] o) (= OZFERisE ES
TR [ Yes
E=TT) iBen SIBAETERI FWEHEOIRT B
Cogent DataHub BCEESTFDA23DA30GHATICEDEDSCENLF D0B0AIC 16 End-Entity Mo PUERTO-DEV-4;192.168 5€
Puerto-Dey-14 BC718951ABBNEEEST025160B45739ECA3DDA2A3C End-Entity Mo PUERTO-DEV-4
SimulationServer 111927CE12FCDFEADG29EBALBEBABIHIEBERI14EG  End-Entity Mo PUERTO-DEV-4
UaMonitor BOB27BFBAZ1CA2399983BB92E33CIFDADC2F ALY End-Entity Mo PUERTO-DEV-4
I UA Sample Server 193E4D9EF 8A4068F 20BEDDEIBTDVDA20DC 16CEED  End-Entity Mo PUERTO-DEV-4 I

il R £l
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Save screen and connection information

14.1. Operating procedure

14.1.1. Save to EXCEL book

UA Monitor can save the created EXCEL screen and the connection information to the UA Server in the
EXCEL book. By saving to an EXCEL book, you can resume the connection the next time you open the

saved EXCEL book.

The details of the operation procedure are described below. Here, the connection procedure, READ

setting, etc. are omitted.

1 Click the
ribbon.

"Monitor Control"

Bookl - Excel £ Search

Layout Formulas Data Review View Developer Help

OPC UA Monitor Control

[£] My Certificate
) Trusted Issuer Certificates [+ Receive a certificate with a network

tep//pent.. |~ UA Server Control Subscription Control 1T Rejected Certificates

1 Address Space Control Read Cantrol

Monitoreditem Control || Trigger Control = Trusted Peer Certificates || Automatically accept untrusted certificate

~ View Certificate Management ~

2 Click the "Save connection
setting to workbook " button.

Bookl - Excel 2 search I

page Layout Developer  Help ~ OPCUA

File Home Insert Formulas Data Review View Monitor Control

% Languag

& Create Archive I [ Save connection setting to workbook I Save to the file Copy to the sheet

empty and click the "OK"
button, a warning dialog is
displayed.

If there is no problem in the
left empty, click the "Yes"
button.

[ Archives ~ - i License |
[ Archive Management [F Edit connection setting on workbook @ Event Lo
3 Enter your paSSWOI'd. F Please input password X
Click the "OK" button. Paszword I| I |
Gl
4 If you leave the password || puero

If the password is blank, it may be used biy a third party
Are you sure you wish to save?
name="Book1'

[

LA (M)

Care must be taken in management as shown in the message in the figure.

5 Save the EXCEL book.

14.1.2. Save to XML

UA Monitor can save the created EXCEL screen and the connection information to the UA Server in the
XML file. By Saving in the XML file, you can resume the connection from the XML file. The saved XML file

is called an "archive".

The details of the operation procedure are described below. Here, the connection procedure, READ

setting, etc. are omitted.
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1 Click the "Monitor Control" | i 5 search

r|bb0n . Layout Formulas Data Review View Developer Help OPC UA Monitor Control
tep//pen.. v UA Server Contral Subscription Control | [Z] My Certificate 1T Rejected Certificates
1 Address Space Control Read Control Q} Trusted Issuer Certificates |~ Receive a certificate with a network
Monitareditem Contral || Trigger Control = Trusted Peer Certificates Automatically accept untrusted certificate
] View Certificate Management [F]

2 Click the "Create Archive"
button. R 1

Fle ~ Home  Insert  Pagelayout  Formulas  Data  Review  View  Developer Help ~ OPCUA  Monitor Control
(D Save connection setting to workbook Save to the file Copy to the sheet 94 Languag
i~ o [1] Load connection setting from workbook i License |
[ Archive Management [ Edit connection setting on workbook @ Event Lo

Save [ File Control [
) BEROTFVEERLTGED X
v O Ffaivtoies o
H " "
Click the "Save" button. R s .. e
Rk A am - #4% A
Sy * aws
image 2019091201422
% RaspberryPi_ope 20190912012014
& trunk 20190912013510
o #&V=T) co1RIzIEE
Adobe
@ OneDrive - Persor CONTEC
=14 cte
o CyberLink
B oATIIE :
#2077 oHEEmAE
¥ 90 FeedbackHub.
B F27b7 GotoMeeting
[SEPVIS |ISExpress
=1 EFe v | AbVIFW Datn v
Tr{IA(N) >
TPANDERED: |Excel TyH("xlsx) ~
~ JR\S-0fkET I FRE(S) I Fotll

4 Set the archive name.

@g Save Archive As... x

Click the "OK" button.

Gancel
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15. Use case
15.1. Use case 1

A user who has a production line that manufactures a certain company's product manually inputs the
production record and the number of defects of the day at a regular time every day, and creates daily report
that calculate the target achievement rate by comparing with the plan. Since multiple PLCs are used in
each production line process, it takes time to create a daily report. In order to shorten the time required to
create this daily report, the user uses the OPC UA on-board PLC and UA Monitor for work improvement
that reduces the workload of workers.

By using the Excel screen of UA Monitor and the function to save and restore the connection settings,
just start Excel at a regular time every day, the daily report values will be automatically entered instead of
being manually entered. This not only shortens the time required to create a form, but also prevents
erroneous input of numerical values, allowing workers to focus on filling in reports, making it easier to
create forms. Of course, even though it is a production line, it also uses the security function of OPC UA,
so security measures can be taken at the same time.

1 <5 ~
) TR0 500001000000 002,205,005 0.0. 00 5,050 00 0. 0.0.05, 05104004008 02 000,080 00,0500 86,0505 50,0000 1, 5.08.00.05.055, 0,050 0. 01050000055, 0005 0 0.0, 0.10.08.48.5.008. 8
PUERTOUAMostor A :l,‘j %

: : < Reoprt image >

i & e

3 : Production status
- il <70 - VBA

Date : 20184 118 138
"""""""""""""""" 1 Product Name
OPC UA Client : e
' ] i
\ 36.671
SWE/B % 63.33

. . r.
5 21 2
1 1 1 1 1 1 1 11
2000 333 3333 3B BI B3I WBIB 366
400 1400 1400 1400 1400 1400 1400 19.00

Ir. r. r. Ir. .
21 2 21 21 30

Robotics .
Machine Tools H
Injection molding
machine

PLC
etc...

OPC UA Server e st

Figure 44 Automation of form creation using UaMonitor
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15.2. Use case 2

This is an example of remotely monitoring the operating status of the company's factory from the head
office using Excel. The company's factory and the head office are connected by a closed network, and a
demilitarized zone ( DMZ ) is installed between the head office and the company's factory, and an OPC
UA server for operation monitoring is installed on the DMZ . The OPC UA client in the factory notifies the
OPC UA server on the DMZ of information such as temperature and humidity in addition to the actual value
and the number of defects. From the head office, worker use UA Monitor, which is an OPC UA client, to
check the environment, collect actual data, create forms, and create reports from EXCEL.

By utilizing OPC UA for communication and arranging DMZs between bases in this way, even if the OPC
UA server in the DMZ is damaged, the DMZ can be used as a stepping stone to prevent damage to the
network in the head office and factory.

By connecting with the OPC UA client from between bases, it is not necessary to open a connection
port in the firewall, so information can be shared safely without lowering the security level.
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Figure 45 Remote monitoring using DMZ
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Annex A. OPC UA Error Code List

Good 0x00000000 | Communication or processing was successful.

BadUnexpectedError 0x80010000 | An unexpected error occurred.

BadInternalError 0x80020000 | An internal error occurred as a result of a programming or configuration error.

BadOutOfMemory 0x80030000 | Not enough memory to complete the operation.

BadResourceUnavailable 0x80040000 | An operating system resource is not available.

BadCommunicationError 0x80050000 | Alow level communication error has occurred.

BadEncodingError 0x80060000 | Encoding halted because of invalid data in the objects being serialized.

BadDecodingError 0x80070000 | Decoding halted because of invalid data in the stream.

BadEncodingLimitsExceeded 0x80080000 | The rge(sjsage encoding/decoding limits imposed by the stack have been
exceeded.

BadRequestToolarge 0x80B80000 | The request message size exceeds limits set by the server.

BadResponseToolarge 0x80B90000 | The response message size exceeds limits set by the client.

BadUnknownResponse 0x80090000 | An unrecognized response was received from the server.

BadTimeout 0x800A0000 | The operation has timed out.

BadServiceUnsupported 0x800B0000 | The server does not support the requested service.

BadShutdown 0x800C0000 | The operation was canceled because the application has shut down.

BadServerNotConnected 0x800D0000 | The operation could not be completed because the client is not connected to the
server.

BadServerHalted 0xB800E0000 | The server has stopped and cannot process any requests.

BadNothingToDo 0x800F0000 Tlhere was nothing to do because the client passed a list of operations with no
elements.

BadTooManyOperations 0x80100000 | The request could not be processed because too many operations were specified.

BadTooManyMonitoredltems 0x80DB0000 | The request could not be processed because there are too many monitoring items
in the subscription.

BadDataTypeldUnknown 0x80110000 | The extended object cannot be restored because the data type ID is not
recognized.

BadCertificatelnvalid 0x80120000 | The certificate specified as a parameter is invalid.

BadSecurityChecksFailed 0x80130000 | An error occurred verifying security.

BadCertificateTimelnvalid 0x80140000 | The certificate has expired or is not yet valid.

BadCertificatelssuerTimelnvalid 0x80150000 | The issuer certificate has expired or is not yet valid.

BadCertificateHostNamelnvalid 0x80160000 | The fhost name used to connect to the server does not match the host name in the
certificate.

BadCertificateUrilnvalid 0x80170000 | The URI specified in the Application Description does not match the certificate URL.

BadCertificateUseNotAllowed 0x80180000 | The certificate cannot be used for the requested operation.

BadCertificatelssuerUseNotAllowed 0x80190000 | The issuer certificate cannot be used for the requested operation.
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BadCertificateUntrusted 0x801A0000 | The certificate is not trusted.

BadCertificateRevocationUnknown 0x801B0000 | It was not possible to determine if the certificate has been revoked.

BadCertificatelssuerRevocationUnknown | Ox801C0000 | It was not possible to determine if the issuer certificate has expired.

BadCertificateRevoked 0x801D0000 | The certificate has been revoked.

BadCertificatelssuerRevoked 0x801E0000 | The issuer certificate has been revoked.

BadCertificateChainincomplete 0x810D0000 | The certificate chain is incomplete.

BadUserAccessDenied 0x801F0000 | The user does not have permission to perform the requested operation.

BadldentityTokenlnvalid 0x80200000 | The user ID token is invalid.

BadldentityTokenRejected 0x80210000 | The user ID token is valid, but the server rejected it.

BadSecureChannelldinvalid 0x80220000 | The specified secure channel is not valid.

BadlnvalidTimestamp 0x80230000 | The time stamp is outside the range allowed by the server.

BadNoncelnvalid 0x80240000 | The nonce is not a random value or is not the correct length.

BadSessionldinvalid 0x80250000 | The session ID is invalid.

BadSessionClosed 0x80260000 | The session was closed by the client.

BadSessionNotActivated 0x80270000 | The session cannot be used because ActivateSession has not been called.

BadSubscriptionldinvalid 0x80280000 | The subscription ID is invalid.

BadRequestHeaderlnvalid 0x802A0000 | The request header is missing or invalid.

BadTimestampsToReturninvalid 0x802B0000 | The timestamp that returns the parameter is invalid.

BadRequestCancelledByClient 0x802C0000 | The request was canceled by the client.

BadTooManyArguments Ox80E50000 | There are too many arguments.

BadLicenseExpired 0x810E0000 | The server requires a license to operate in general or to perform a service or
operation, but existing license is expired.

BadLicenseLimitsExceeded 0x810F0000 | The server has limits on number of allowed operations / objects, based on installed
licenses, and these limits where exceeded.

BadLicenseNotAvailable 0x81100000 | The server does not have a license which is required to operate in general or to
perform a service or operation.

BadNoCommunication 0x80310000 | Communication with the data source is defined, but not established, and there is
no last known value available.

BadWaitingForlnitialData 0x80320000 | The UA server is waiting to get the value from the data source.

BadNodeldinvalid 0x80330000 | The node id syntax is invalid.

BadNodeldUnknown 0x80340000 | The node id does not exist in the address space of the UA server.

BadAttributeldinvalid 0x80350000 | The specified attribute Id is not supported on the specified node.

BadindexRangelnvalid 0x80360000 | The index range parameter syntax is invalid.

BadindexRangeNoData 0x80370000 | No data exists within the specified index range.

BadDataEncodinglnvalid 0x80380000 | Data encoding is invalid.

BadDataEncodingUnsupported 0x80390000 | The UA server does not support the data encoding required by the node.

BadNotReadable 0x803A0000 | Nodes are not allowed to read or subscribe.

BadNotWritable 0x803B0000 | Writing to the node is not allowed.

BadOutOfRange 0x803C0000 | The value is out of range.
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BadNotSupported 0x803D0000 | The requested operation is not supported.

BadNotFound 0x803E0000 | Arequested item was not found or a search operation ended without success.

BadObijectDeleted 0x803F0000 | The object has been deleted and cannot be used.

BadNotImplemented 0x80400000 | The requested operation is not implemented.

BadMonitoringModelnvalid 0x80410000 | The monitoring mode is invalid.

BadMonitoredltemlIdinvalid 0x80420000 | The monitored item ID does not refer to a valid monitored item.

BadMonitoredltemFilterinvalid 0x80430000 | The item filter parameter to be monitored is invalid.

BadMonitoredltemFilterUnsupported 0x80440000 | The UA server does not support the requested monitoring item filter.

BadFilterNotAllowed 0x80450000 | Monitoring filters cannot be used in combination with the specified attributes.

BadStructureMissing 0x80460000 | Required fields for structuring are missing or null.

BadEventFilterInvalid 0x80470000 | The event filter is invalid.

BadContentFilterlnvalid 0x80480000 | Content filtering is disabled.

BadFilterOperatorlnvalid 0x80C10000 | An unrecognized operation was provided to the filter.

BadFilterOperatorUnsupported 0x80C20000 | A valid operator has been provided, but the UA server does not support this filter
operator.

BadFilterOperandCountMismatch 0x80C30000 | The number of operands provided to the filter operation, the pre-against has been
provided operand was not synchronize.

BadFilterOperandIinvalid 0x80490000 | The operand used in the content filter is invalid.

BadFilterElementinvalid 0x80C40000 | The referenced element is not a valid element in the content filter.

BadFilterLiterallnvalid 0x80C50000 | The referenced literal is not a valid value.

BadContinuationPointlnvalid 0x804A0000 | Providing continuation points is effective.

BadNoContinuationPoints 0x804B0000 | The opedration could not be processed because all continuation points have been
assigned.

BadReferenceTypeldinvalid 0x804C0000 | The reference type ID does not refer to a valid reference type node.

BadBrowseDirectionlnvalid 0x804D0000 | The reference direction is invalid.

BadNodeNotInView 0x804E0000 | The node is not part of the view.

BadServerUrilnvalid 0x804F0000 | The server URI is not a valid URI.

BadServerNameMissing 0x80500000 | The server name is not specified.

BadDiscoveryUrIMissing 0x80510000 | DiscoveryUrl is not specified.

BadSempahoreFileMissing 0x80520000 | The semaphore file specified by the client is invalid.

BadRequestTypelnvalid 0x80530000 | The security token request type is invalid.

BadSecurityModeRejected 0x80540000 | The security mode does not meet the requirements set by the server.

BadSecurityPolicyRejected 0x80550000 | The security policy does not meet the requirements set by the server.

BadTooManySessions 0x80560000 | The server has reached the maximum number of sessions.

BadUserSignaturelnvalid 0x80570000 | The user token is unsigned or invalid.

BadApplicationSignaturelnvalid 0x80580000 | The signature generated by the client certificate is missing or invalid.

BadNoValidCertificates 0x80590000 | The client did not provide at least one software certificate that is valid and meets
the profile requirements for the server.

BadldentityChangeNotSupported 0x80C60000 | The server does not support changing the user ID assigned to a session.
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BadReqguestCancelledByRequest 0x805A0000 | The request was canceled by the client with the cancellation service.

BadParentNodeldlnvalid 0x805B0000 | The parent node id does not refer to a valid node.

BadReferenceNotAllowed 0x805C0000 'I;]hedreferen%e Ic:ould not be created because it violates the constraints imposed by
the data model.

BadNodeldRejected 0x805D0000 | The requested node id was rejected because the requested node id was invalid or
the server was unable to specify the node id by the client.

BadNodeldExists 0xB805E0000 | The requested node id is already in use by another node.

BadNodeClassinvalid 0x805F0000 | The node class is invalid.

BadBrowseNamelnvalid 0x80600000 | The browse name is invalid.

BadBrowseNameDuplicated 0x80610000 | Reference names are not unique among nodes that share the same relationship
with their parents.

BadNodeAttributeslnvalid 0x80620000 | Node attributes are not valid for node classes.

BadTypeDefinitionlnvalid 0x80630000 | The type definition node id does not reference an appropriate type node.

BadSourceNodeldInvalid 0x80640000 | The source node id does not reference a valid node.

BadTargetNodeldInvalid 0x80650000 | The target node id does not reference a valid node.

BadDuplicateReferenceNotAllowed 0x80660000 | The reference type between the nodes is already defined.

BadlnvalidSelfReference 0x80670000 | The server does not allow this type of self reference on this node.

BadReferencelLocalOnly 0x80680000 | The reference type is not valid for a reference to a remote server.

BadNoDeleteRights 0x80690000 | The server will not allow the node to be deleted.

UncertainReferenceNotDeleted 0x40BC0000 | The server was not able to delete all target references.

BadServerindexinvalid 0x806A0000 | The server index is not valid.

BadViewldUnknown 0x806B0000 | The view id does not refer to a valid view node.

BadViewTimestamplnvalid 0x80C90000 | The view timestamp is not available or not supported.

BadViewParameterMismatch 0x80CA0000 | The view parameters are not consistent with each other.

BadViewVersionlnvalid 0x80CB0000 | The view version is not available or not supported.

UncertainNotAlINodesAvailable 0x40C00000 The_IIi?)tI of references may not be complete because the underlying system is not
available.

BadNotTypeDefinition 0x80C80000 | The provided node id was not a type definition node id.

UncertainReferenceOutOfServer 0x406C0000 | One of the references to follow in the relative path references to a node in the
address space in another server.

BadTooManyMatches 0x806D0000 | The requested operation has too many matches to return.

BadQueryTooComplex 0x806E0000 | The requested operation requires too many resources in the server.

BadNoMatch 0x806F0000 | The requested operation has no match to return.

BadMaxAgelnvalid 0x80700000 | The max age parameter is invalid.

BadSecurityModelnsufficient 0x80E60000 | The operation is not permitted over the current secure channel.

BadHistoryOperationlinvalid 0x80710000 | The history details parameter is not valid.

BadHistoryOperationUnsupported 0x80720000 | The server does not support the requested operation.

BadlnvalidTimestampArgument 0x80BD0000 | The defined timestamp to return was invalid.

BadWriteNotSupported 0x80730000 | The server does not support writing the combination of value, status and
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timestamps provided.

BadTypeMismatch 0x80740000 | The value supplied for the attribute is not of the same type as the attribute's value.

BadMethodlnvalid 0x80750000 | The method id does not refer to a method for the specified object.

BadArgumentsMissing 0x80760000 | The client did not specify all of the input arguments for the method.

BadTooManySubscriptions 0x80770000 | The server has reached its maximum number of subscriptions.

BadTooManyPublishRequests 0x80780000 | The server has reached the maximum number of queued publish requests.

BadNoSubscription 0x80790000 | There is no subscription available for this session.

BadSeqguenceNumberUnknown 0x807A0000 | The sequence number is unknown to the server.

BadMessageNotAvailable 0x807B0000 | The requested notification message is no longer available.

BadInsufficientClientProfile 0x807C0000 | The client of the current session does not support one or more Profiles that are
necessary for the subscription.

BadStateNotActive 0x80BF0000 | The sub-state machine is not currently active.

BadTcpServerTooBusy 0x807D0000 | The server cannot process the request because it is too busy.

BadTcpMessageTypelnvalid 0x807E0000 | The type of the message specified in the header invalid.

BadTcpSecureChannelUnknown 0x807F0000 | The SecureChannelld and/or Tokenld are not currently in use.

BadTcpMessageToolLarge 0x80800000 | The size of the message specified in the header is too large.

BadTcpNotEnoughResources 0x80810000 | There are not enough resources to process the request.

BadTcplnternalError 0x80820000 | An internal error occurred.

BadTcpEndpointUrlinvalid 0x80830000 | The server does not recognize the QueryString specified.

BadRequestlnterrupted 0x80840000 | The request could not be sent because of a network interruption.

BadRequestTimeout 0x80850000 | Timeout occurred while processing the request.

BadSecureChannelClosed 0x80860000 | The secure channel has been closed.

BadSecureChannelTokenUnknown 0x80870000 | The token has expired or is not recognized.

BadSequenceNumberlnvalid 0x80880000 | The sequence number is not valid.

BadProtocolVersionUnsupported 0x80BEO0O0O | The applications do not have compatible protocol versions.

BadDeviceFailure 0x808B0000 | There has been a failure in the device/data source that generates the value that
has affected the value.

BadSensorFailure 0x808C0000 | There has been a failure in the sensor from which the value is derived by the
device/data source.

BadOutOfService 0x808D0000 | The source of the data is not operational.

BadDeadbandFilterInvalid 0x808E0000 | The deadband filter is not valid.

BadConditionAlreadyDisabled 0x80980000 | This condition has already been disabled.

BadConditionAlreadyEnabled 0x80CCO0000 | This condition has already been enabled.

BadInvalidArgument 0x80AB0000 | One or more arguments are invalid.

BadConnectionRejected 0x80AC0000 | Could not establish a network connection to remote server.

BadDisconnect 0xB80ADO0000 | The server has disconnected from the client.

BadConnectionClosed Ox80AEO0000 | The network connection has been closed.

BadlnvalidState Ox80AF0000 | The operation cannot be completed because the object is closed, uninitialized or

in some other invalid state.
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Message Error code explanation
BadEndOfStream 0x80B00000 | Cannot move beyond end of the stream.
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